


Wel come t o Nordeads webinar f or

™

A SEPA end date is approaching with
Increasing pace (October 2016)

A Follow up from the webinar in December

A Corporate customers are depending on
both their banks and their ERP vendors/IT
consultants to become SEPA compliant

A Nordea is committed to support vendors
in your development of bank integration
towards Nordea

A www.nordea.com/vendors

A Newsletters
A Webinars
A Personal support

Webinar organizer:
Mikael Kepp,

Vendor relationship management
mikael.kepp@nordea.com
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Nordeads Secure e

A High focus in the market to streamline
processes but also to prevent events of fraud

A Nordeads Secure enwendo
security solution from the file is created in the
ERP to it has been received by Nordea

A Service description, specification, test tool are
available at www.nordea.com/vendors

A Purpose of t od apypéctvelye b
support you in developing bank integration to
Nordeads Corporate Acc

A Bo Rydholm has many years of experience
and knowledge working with and developing
payment and file-based solutions

Speaker:
Bo Rydholm

Global Business Developer
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Practicalities
A Webinar is being recorded

A Questions are welcome
A Send questions during the presentation

A Use the Question feature on the Dashboard
to the right on your screens

A Bo will answer the questions verbally at the
end of the session (if time permits)

A Material will be uploaded to
www.nhordea.com/vendors

A Including questions/answers

Microphones are
muted

A Enjoy the webinar J

4 A Nordea's Secure Envelope
Nordeo’) A 01/0617/2


http://www.nordea.com/vendors

Corporate Access File transfer

Content area

One Nordea communication platform

Why use Secure Envelope

Transmission History

39party agreement and | DO6s
Steps in Secure Envelope

Test tool and error handling

Keep in mind

Q&A

Speaker: Bo Rydholm
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Corporate Access File Transfer

A Nordea is harmonizing the connectivity
channels into a common platform

A One Service with larger geographical reach.

A Secure production stability E .
A One entry point for all countries file services. |
A New offering J
A Promoting SFTP, AS2, Swiftnet Fileact, Web . T
Services as H2H protocols to all services. ‘) J

A Modern security solution via file content
signatures and PKI certificates.

A Pre confirmed files (STP) or manual J

confirmation of payments offered in 1
Corporate Netbank. ‘)

A Manual Upload/Download of files in ‘)
Corporate Netbank (e.g. for backup)

A Transmission history in Corporate Netbank
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Why is there a need for a Secure Envelope?

A 1SO 20022 based messages does not provide any security elements.

U Secure Envelope provide the necessary security elements and digitally sign the file in
both directions (Customer 2 Bank and Bank 2 Customer).

A The communication protocols only provide security during the transmission of the files
between the sender and receiver over the network.

U Secure Envelope provide the End-2-End security for the XML message between the
applications before writing to disk, which delimit the files for being exposed for
tampering both in customer own environment and in the open network. Secure
Envelope is independent of communication protocols.

A There is lack of File transfer metadata elements that can be used for handling file transfer
processes, routing procedures or for file types/format used in other services.

U Secure Envelope provide the metadata i.e identities, file type, time stamp, references,
Compressed files etc and can be used for other kind of files/formats.

A There is an increasing need to apply message security when using web based manual file
transfer and also in the usage of SWIFTNet FileAct channel.
U Secure Envelope can provide the E2E security prior to the message being sent over
the channels
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Basics about Secure Envelope for ERP systems

A What is a Secure Envelope?
A 1tis an XML structure that contain of metadata, a file, signature and the public PKI key
in order to provide secure file transfer over open networks. The Secure Envelope is
based on an open specification for Web Services (publicly availableBa nk er s 6
Association in Finland) and PKI standard XML digital signatures.

A What is needed to implement Secure Envelope

A Software that can create Secure Envelope and handle the identities according to
specification.

A Software to create digital signature to sign Secure Enveloped files and to provide the
public key into the envelope.

A Certificate Download procedure via Web services request or by manual download from
web page and to store and maintain PKI X509 certificates issued by Nordea in a
secure way. (Manual download is currently under replacement)

Enable the Corporate Access file types Pain001, Pain002, CAM54.

A To handle the Ensure to handle the error codes and situation according to
specification.

T

A File communication via H2H protocols (i.e. SFTP, AS2, Swiftnet Fileact, Web Services)
or by manual upload/download via Corporate Netbank
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payments
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File Manager

-
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1. Creation of Secure Envelope and signing of files can be set up at the client
a) Certificate is downloaded and used on each of the client computers

b) EZ2E security enabled when signing the file at the client

c) Storage of files can be done on shared servers with kept security
d) File can be sent via any available channel
e) User can upload Secure Enveloped files in Corporate Netbank.

f) Payment flows with certificates from other computers are possible
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Transmission history

Transmission history

Configure transmission list (2]
File type [Corporate Access Payments v/

Signer ID [Al v

Transmission Start date F77] End date [

Direction Al v

v Accepted

v Rejected

Transmission list

Transmission time v~ File type - File name - SignerID  Direction ] Status
02.09.2015 11:48 Corporate Access Payments PAYID-7905127496 198828379 xmi_Wrapped_20150902_114844 xml_signed xml 2862784029 Uplcad Accepted
02.09.2015 11:48 Corporate Access Payments  PAYID-1430211013348746957 xmi_Wrapped_20150902_114306 xml_signed xml 2062734029  Upload Agcepted
02.09.2015 11:45 Corporate Access Payments  PAYID-2375263501746386029 xmi_Wrapped_20150902_114503.xml_signed xml 2962734029  Upload Accepted
02.09.2015 11:45 Corporate Access Payments  PAYID-2483633754747652425 xmi_Wrapped_20150902_114509 xmi_signed xml 2962734029 Upload Accepted
02.09.2015 11:45 Corporate Access Payments  PAYID-6427395046391773495.xmi_Wrapped_20150902_114508 xmi_signed xml 2962784029 Upload Accepted
02.09.2015 11:45 Corporate Access Payments  PAYID-35291574423458523381.xmi_Wrapped_20150902_114509 xmi_signed xml 2062784029  Upload Accepted
02.09.2015 11:45 Corporate Access Payments  PAYID-8722193396810473305 xmi_Wrapped_20150902_114508 xml_signed xml 2962784029  Upload Accepted
02.09.2015 11:45 Corporate Access Payments  PAYID-3069007748327608661.xmi_Wrapped_20150902_114509.xmi_signed.xml 2962784029 Upload Accepted
02.09.2015 11:45 Corporate Access Payments  PAYID-3939107866640515061 xmi_Wrapped_20150902_114509 xmi_signed xmi 2962724029 Upload Accepted
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Agreements in general

/ Corporate Cashmanagement Agreement \
A Agreement number
) N )
Corporat Access c " = N
File transfer orppgr?:]e ric;ess orporat Netban
A SenderlD
A SignerID
\ J /)

1. On the top Hierarchy there is a Corporate Cash management agreement (CCM)
2. There are three schedules defining each service connected to Agreement.
3. In Corporate Access File transfer Schedule is the identities used by the Secure Envelope
U SenderID i is an identifier that define the sender of a message and is connected to
the File transfer communication channel used.

U SignerlD - is an identifier that defines the authorisation of a message. The SignerID is
connected to a certificate, which is required when signing the message when using
the H2H channel.
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Agreements 3rd party (SaaS)

/ Nordea Agreements \

Customer A /" File transfer  \ / Payments \

§

Customer A
Provider E SignerID 5555555555
cusiomers provider £ SenderlD 12345 | A

@ﬁ _ Y| Customer B
T 8 SIgneriD 5555555995 48 signerlD 5555555555
Customer C Customer C

O SenderlD 12345 @ SignerlD 5555555555¢
SignerlD 5555555555 K / J

Provider E is signing and sending files on behalf of partners A, B, C.

Customer A,B,C has given PoA for the 3rd party to send their payment files.

3. Customer A,B,C has approved the 3 party Signer ID in their payment Schedule to be
used for their payment files.

N =

The Secure Envelope only contains partner E credentials
a) SenderlD 12345
b) SignerID 55555555555
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Agreement | D previded in XML

L ] <Dibkre=
Mordea Bank Company <Mm>Nerdea Test Customer<fms
>
<(ugld=
L J <Othie
Nordea C ate Cash e e L | SETESA 32 <
ordea Lorpor 5 . _Agresment No 5 <SchmeNm>
Management agreement | eCdBANK<Cd
e ] | 1 .
] [ </SchmeNm>
| </Othr=
L L | <Orghd>
Corporate Access Corporate Access Corporate Netbank fld=
FileTransfer Schedule Payahbles Schedule Schedule JHCIW"-}FH >SE«/CtryCOftes >
£ =
¢ @ {? pain.001 Debtor
Vi, TECL,
Conrechviby AP bedper Cancel & Confirm
<GrpHde>
a <hsghd> 1003359728 <M sgld=
“nﬂ-eﬂ <CraltTm=2016-03-07T13:20: 14 <" Cra D Tms
'ﬁ‘é\a MO Ts =80T >
‘ﬁ,ec'-‘" o <CtriSum>246687 00</CiriSum:>
<lrgPly=
_ J'I'_ _ _ «Hm>Mordea Test Customer</Mm
mppllcmlurﬂ-aquasiml '="hitp/Eeod Afxmidata™ xmins <si="Mtp.iv <=
oCustomerid> 12345690 Customerd> < Oirgld>
«CommandsL) e/ Commands Whr?
<Timestarmp=201503-23T11:51:26 993+01:00<Timestamp el BEL 3 <>
<Emannment>P TIOH<Emronment> «Behmabims
<Targeild>65432 1</ Targetid> “Cd»CUST=/Cd>
<Spftwareld=Nordea Test Customer</Softwarneld> </ Schmehmas|
<FileTypa>HDCAPIMU<FileTypa= e /Oithe>
oContent> <Oughdt
PO EWhwgdm Wy c ZhbylliMSdwliBlbmbhI GluZz 0VVRGLTgiPzaNCpEL| </ld=
Secure Emvelope q-l‘;;rl;_fdgr’:w}
pain. 001 GroupHeader
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Contents of the Secure Envelope

- Secure Envelope

XML elements

ACustomerlD
ArimeStamp

AEnvironment
ArargetID

meta data

ISO 20022 Aencryption

XML File Host-to-Host or

Manual Upload

ACompression

1
1
1
1
1
1
1
1
1
A xecusionSerial :_.-
1
1
1
1
1
MSoftwarelD ;
1
1

AileType

k:ontent - pay'oad

Custl keyl BIS[skAN- — - signature
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Secure Envelope error handling in Production

First level (if an error occur).

Validation_of the transmission verifies that the Secure Envelope is
readable, contains mandatory elements, syntax control and the
content is correctly base 64 decoded.

U Application response will be without any content (no Pain002)
U The return code/texts will describe the error situation.

Second level (if an error occur).

Validation_will check the correctness of the signature, certificate not
revoked, authorizations | Db&s ar ¢

U  Application response will be without any content (no Pain002)
U The return code/texts will describe the error situation.

Third level (always created either Pos/neq)

Validations is towards parts of the content (payment file), where
authorization between Envelope and content are verified.

U The Application response will include a Pain002 message either
Accepted or Rejected based on the result of validation.
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i )
Corporate Access File Transfer Envelope Validation Test Toaol E@g
Test tool

File Help
Message type: Corporate Access File Transfer Envelope Validation -
Message subtype: | Application Reguest -

File: gar\complience ched:xmiwrappertest bichei .xml bo,xml

\coess Fie Transfer Envelope Vakdaton .-:

Compliance check towards XML file '
Show decoded cutput Regquest

Initiating partylD -
m 5
File content extracted for review | Browse...

u All elements present 4
P

u Order of elements in Envelope __
U Mandatory elements validated Syntactically e - 50 = 0 B 000 e e )
U Optional elements validated if present Tex | Tree| |

12xml version="1.0" encoding="iso-8859-1"2?><Document xmlns="urn:isc:std:isc:20022:tech:xsd:pain. nd
i Schema validation e o CLeS 1111111 ENPER D<) 16Chchmans AoV ST<] o Senmenc Ot Ong T

1| ELDISTRIBUTICN AB</NMm»</Dbtri<[htrAcct><Id><IBAN>SET395000099601810194074</IBAN»</Id»</Dhtricect N
U Tlme Stamp a format Check lKV'K<x‘Nm)—(PstlAdr)—(Ctry)SEﬂ'Ctrny‘PstlAderFinInstnIde‘CdtrAgt)—(Cdtr)—(Nm)V?ttenfa11 V?ttenkraft

i my-¢Par] h;::r)—cpﬁtfd>ql7‘l TT¢ FParCd e TunlmsTal e STunlmse CrrvsSFe /T rusehdrTi nesee /AdrTinese .-"'Pﬁrr.
U File content Base64 encoded Summary] XML erers] Busines e errors
" . . . [?,7] Please provide the dedaration of element 'ApplicationRequest’. Expected dedaration <ApplicationRequest xmins="http://bxd. fi/xmidata/">
u Slgnature Val |dat|0n [?,7] Error Code - 12 : Name - Schema validation failed. : Remarks - XML envelope is not valid.
U Public key verification
U Optional fields not supported not approved — — ‘
r
i Error codes provided W Corporate Access File Transfer Envelope Validation Test Tool Lo | o )
.. @ Help
U Error texts presented :
Pretty-Print

u
u
u
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On-boarding and registration process

= U Account opening by Nordea Branch office,

Registration U Fill out the registration form what services and
roles to be included in agreements.

L4

U Agreements/Schedules are sent out for signing
Agreements U SenderlD, SignerID, Signer name is specified.
U Terms & conditions, POA document provided.

L4 _
U When signed agreements are received back to

Activation Nordea, activation of agreements is performed.
U Activation code for certificate is sent out via SMS.

L4 i Service is now available to take in use

Administration U Administration of signers can be handled by the
Corporate Access File transfer administrator.
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To keep in mind (learnings)

U To be a Service provider for file transfer require an account and an agreement with Nordea

U Transmission history and administration role to manage Si g n e is pravidesl in Corporate Netbank.

U It has to be the same identity in all three elements in a Signed Envelope. (not to mix SenderID/SignerID)
U SignerID has to be within the Secure Envelope (TargetlD element)
U Certificate connected to the right SignerID (and is active).
U The SignerID used in Initiating party in the XML payment (1.8 InitgPtylD=SignerID)

U Use the ExecusionSerial element, to provide the unique reference of an envelope, which also is
provided back in the Application response Envelope

U If several certificates are used/downloaded, the last three digits in the SMS activation code will be the
same as the three digitsin each ofthe Si gne.r | Do s

U There are three kinds of Pain002 feedback files provided in Corporate Access.
U Technical Acceptance/rejection
U Payment Acceptance/rejections
U Insufficient funds rejections.
U Pre confirm payments, is setting for a SignerID in the Corporate Access payment agreement.

U The standard file names in the reply files from Nordea contains a TracklD which can be used in error or
logging situations.
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Planned updates for Corporate Access File Transfer

U Web services protocol enabled in the new platform Q3 2016
U Supporting Corporate Access files

U Updated SOAP error messages added into specification supporting Web Services from
(11™ June)

U (Local file types in SE, FI, NO, DK, Baltics planned for 2017)
U New Cancelation of files planned for Q3 2016
U Payment file cancellation file Camt.055

U Payment cancellation feedback Camt.029

U Download of certificate provided by other protocols than Web Services
U New and updated error codes enabled from autumn.
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Support pages - www.nordea.com/vendors

Documents and specifications
are enabled.

Sample files are enabled and
follow the creation process and
describes the expected result for
each step.

Sample certificate and | DOs.
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