
Welcome 
Making it possible 



Welcome to Nordeaôs webinar for vendors 

Å SEPA end date is approaching with 

increasing pace (October 2016) 

Å Follow up from the webinar in December 

Å Corporate customers are depending on 

both their banks and their ERP vendors/IT 

consultants to become SEPA compliant 

Å Nordea is committed to support vendors 

in your development of bank integration 

towards Nordea 

Å www.nordea.com/vendors 

Å Newsletters 

Å Webinars  

Å Personal support 

 
Webinar organizer:  

Mikael Kepp,  
Vendor relationship management 

mikael.kepp@nordea.com 
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Nordeaôs Secure envelope 

Speaker: 

Bo Rydholm 

Global Business Developer 

Å High focus in the market to streamline 

processes but also to prevent events of fraud 

Å Nordeaôs Secure envelope offers an End-2-end 

security solution from the file is created in the 

ERP to it has been received by Nordea 

Å Service description, specification, test tool are 

available at www.nordea.com/vendors 

Å Purpose of todayôs webinar is to proactively 

support you in developing bank integration to 

Nordeaôs Corporate Access 

Å Bo Rydholm has many years of experience 

and knowledge working with and developing 

payment and file-based solutions 
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Practicalities 

Å Webinar is being recorded 

Å Questions are welcome 

Å Send questions during the presentation 

Å Use the Question feature on the Dashboard 

to the right on your screens 

Å Bo will answer the questions verbally at the 

end of the session (if time permits) 

Å Material will be uploaded to 

www.nordea.com/vendors 

Å Including questions/answers 

 

 

ÅEnjoy the webinar J 

Microphones are 

muted  
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Content area 
 

One Nordea communication platform  

Why use Secure Envelope 

Transmission History  

3rd party agreement and IDôs  

Steps in Secure Envelope  

Test tool and error handling 

Keep in mind  

Q & A 

 

 

 

 

 

 

Corporate Access File transfer 

Speaker: Bo Rydholm 
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Å Nordea is harmonizing the connectivity 

channels into a common platform 

Å Secure production stability  

Å One entry point for all countries file services. 

Å One Service with larger geographical reach. 

 

Å New offering 

Å Promoting SFTP,  AS2, Swiftnet Fileact, Web 

Services as H2H protocols to all services. 

Å Modern security solution via file content 

signatures and PKI certificates. 

Å Pre confirmed files (STP) or manual 

confirmation of payments offered in 

Corporate Netbank. 

Å Manual Upload/Download of files in 

Corporate Netbank (e.g. for backup) 

Å Transmission history in Corporate Netbank 

 

Corporate Access File Transfer 
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Why is there a need for a Secure Envelope? 

Å ISO 20022 based messages does not provide any security elements. 

ü Secure Envelope provide the necessary security elements and digitally sign the file in 

both directions (Customer 2 Bank and Bank 2 Customer).  

Å The communication protocols only provide security during the transmission of the files 

between the sender and receiver over the network.  

ü Secure Envelope provide the End-2-End security for the XML message between the 

applications before writing to disk, which delimit the files for being exposed for 

tampering both in customer own environment and in the open network. Secure 

Envelope is independent of communication protocols.   

Å There is lack of File transfer metadata elements that can be used for handling file transfer 

processes, routing procedures or for file types/format used in other services.  

ü Secure Envelope provide the metadata i.e identities, file type, time stamp, references , 

Compressed files etc and can be used for other kind of files/formats. 

Å There is an increasing need to apply message security when using web based manual file 

transfer and also in the usage of SWIFTNet FileAct channel. 

ü Secure Envelope can provide the E2E security prior to the message being sent over 

the channels  
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Basics about Secure Envelope for ERP systems 

Å What is a Secure Envelope? 

Å It is an XML structure that contain of metadata, a file, signature and the public PKI key 

in order to provide secure file transfer over open networks. The Secure Envelope is 

based on an open specification for Web Services (publicly available Bankersô 

Association in Finland) and PKI standard XML digital signatures.   

Å What is needed to implement Secure Envelope 

Å Software that can create Secure Envelope and handle the identities according to 

specification.   

Å Software to create digital signature to sign Secure Enveloped files and to provide the 

public key into the envelope.  

Å Certificate Download procedure via Web services request or by manual download from 

web page and to store and maintain PKI X509 certificates issued by Nordea in a 

secure way. (Manual download is currently under replacement) 

Å Enable the Corporate Access file types Pain001, Pain002, CAM54. 

Å To handle the Ensure to handle the error codes and situation according to 

specification. 

Å File communication via H2H protocols (i.e. SFTP, AS2, Swiftnet Fileact, Web Services) 

or by manual upload/download via Corporate Netbank 

 

x 
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 Internet 

Signed Files  
File services  

Confirm  

payments 

View  

File transfer 

File Manager 

1. Creation of Secure Envelope and signing of files can be set up at the client 

a) Certificate is downloaded and used on each of the client computers 

b) E2E security enabled when signing the file at the client 

c) Storage of files can be done on shared servers with kept security 

d) File can be sent via any available channel  

e) User can upload Secure Enveloped files in Corporate Netbank. 

f) Payment flows with certificates from other computers are possible 

Individual Signing 
 

Payments 

Pre confirmed 



Transmission history 

 Å 01/06/2016 

10 Å  Nordea's Secure Envelope 



 Å 01/06/2016 

11 Å  Nordea's Secure Envelope 

Agreements in general 

 

 

1. On the top Hierarchy there is a Corporate Cash management agreement (CCM) 

2. There are three schedules defining each service connected to Agreement. 

3. In Corporate Access File transfer Schedule is the identities used by the Secure Envelope  

ü SenderID ï is an identifier that define the sender of a message and is connected to 

the File transfer communication channel used. 
 

ü SignerID - is an identifier that defines the authorisation of a message. The SignerID is 

connected to a certificate, which is required when signing the message when using 

the H2H channel. 

 

 

Corporate Cashmanagement Agreement 

Å Agreement number 

Corporat Access 

File transfer 

Å SenderID 

Å SignerID 

Corporat Access 

Payments 

Corporat Netbank 
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Agreements 3rd party (SaaS) 

 

1. Provider E is signing and sending files on behalf of partners A, B, C.   

2. Customer A,B,C has given PoA for the 3rd party to send their payment files. 

3. Customer A,B,C has approved the 3 party Signer ID in their payment Schedule to be 

used for their payment files. 

 

The Secure Envelope only contains partner E credentials  

a) SenderID 12345 

b) SignerID  55555555555 

Nordea Agreements 

File transfer 

 

Provider E 

SenderID 12345 

SignerID 5555555555 

Customer A 

Customer B 

Customer C 

Provider E 

Payments 
Customer A 

SignerID 5555555555 

Customer B 

SignerID 5555555555 

Customer C 

SignerID  55555555555 
SenderID 12345 

SignerID  5555555555 



Agreement IDôs provided in XML  
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Contents of the Secure Envelope 

XML elements 

ÅCustomerID 

ÅTimeStamp 

ÅEnvironment 

ÅTargetID 

ÅExecusionSerial 

ÅEncryption 

ÅCompression 

ÅSoftwareID 

ÅFileType 

Secure Envelope 

ÅContent 

ISO 20022  

XML File 

Payload 

Host-to-Host or 

Manual Upload 

Dsig1 Cust1 key1 

meta data 

signature 

payload 
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Secure Envelope error handling in Production  

First level (if an error occur).  

Validation of the transmission verifies that the Secure Envelope is 

readable, contains mandatory elements, syntax control and the 

content is correctly base 64 decoded.    

ü Application response will be without any content (no Pain002) 

ü The return code/texts will describe the error situation. 

 

Second level (if an error occur).  

Validation will check the correctness of the signature, certificate not 

revoked, authorizations IDôs are correct in the Message 

ü  Application response will be without any content (no Pain002) 

ü The return code/texts will describe the error situation. 

 

Third level (always created either Pos/neg)  

Validations is towards parts of the content (payment file), where 

authorization between Envelope and content are verified. 

ü The Application response will include a Pain002 message either 

Accepted or Rejected based on the result of validation.  
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Test tool 
 

ü All elements present 

ü Order of elements in Envelope 

ü Mandatory elements validated Syntactically 

ü Optional elements validated if present 

ü Schema validation  

ü Time stamp a format check 

ü File content Base64 encoded 

ü Signature validation 

ü Public key verification 

ü Optional fields not supported not approved 

ü Error codes provided  

ü Error texts presented  

ü Compliance check towards XML file 

ü Initiating partyID 

ü File content extracted for review 
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On-boarding and registration process  

ü Account opening by Nordea Branch office,    

ü Fill out the registration form what services and 

roles to be included in agreements. 

 

ü Agreements/Schedules are sent out for signing 

ü SenderID, SignerID, Signer name is specified. 

ü Terms & conditions, PoA document provided. 

 

ü When signed agreements are received back to 

Nordea, activation of agreements is performed.  

ü Activation code for certificate is sent out via SMS. 

 

ü Service is now available to take in use 

ü Administration of signers can be handled by the 

Corporate Access File transfer administrator.  

Registration 

Agreements 

Activation 

Administration 
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To keep in mind (learnings) 
  

ü To be a Service provider for file transfer require an account and an agreement with Nordea 

ü Transmission history and administration role to manage SignerIDôs is provided in Corporate Netbank. 

ü It has to be the same identity in all three elements in a Signed Envelope. (not to mix SenderID/SignerID) 

ü SignerID has to be within the Secure Envelope (TargetID element) 

ü Certificate connected to the right SignerID (and is active).  

ü The SignerID used in Initiating party in the XML payment (1.8 InitgPtyID=SignerID) 

ü Use the ExecusionSerial element, to provide the unique reference of an envelope, which also is 

provided back in the Application response Envelope 

ü If several certificates are used/downloaded, the last three digits in the SMS activation code will be the 

same as the three digits in each of the SignerIDôs. 

ü There are three kinds of Pain002 feedback files provided in Corporate Access. 

ü Technical Acceptance/rejection  

ü Payment Acceptance/rejections 

ü Insufficient funds rejections. 

ü Pre confirm payments, is setting for a SignerID in the Corporate Access payment agreement.  

ü The standard file names in the reply files from Nordea contains a TrackID which can be used in error or 

logging situations.    
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Planned updates for Corporate Access File Transfer 

ü Web services protocol enabled in the new platform Q3 2016 

ü Supporting Corporate Access files 

ü Updated SOAP error messages added into specification supporting Web Services from 

(11th June) 

ü (Local file types in SE, FI, NO, DK, Baltics planned for 2017) 

 

ü New Cancelation of files planned for Q3 2016 

ü Payment file cancellation file Camt.055  

ü Payment cancellation feedback Camt.029 

 

ü Download of certificate provided by other protocols than Web Services 

ü New and updated error codes enabled from autumn. 
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Support pages - www.nordea.com/vendors 

Documents and specifications 

are enabled.  

Sample files are enabled and 

follow the creation process and  

describes the expected result for 

each step.  

Sample certificate and IDôs.  
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