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Introduction

Corporate Netbank Administration (CNA) is a tool used to create and maintain users and their
powers of attorney in Corporate Netbank. Furthermore, CNA offers various reports and the
possibility to define alternative account names.

This handbook guides you through CNA. More information is found in the help texts (see chapter
5).

1. Logon to Corporate Netbank Administration

To access Corporate Netbank Administration, please go to www.nordea.com. Select Log in on the
upper right corner of the screen and Corporate Netbank from the list that appears. Logon according
to the instructions described on the logon screen by ‘mouse over’ the arrows.

Nordea w Corporate Netbank

Dansk Norsk Suomi Svenska

Welcome, please log on

Card reader Card reader
D Nordea 1D 'r’ é withett cabie é withcable
BankID

Corporate Netbank Administration is found in the module Administration.

Administration

WiewdEdit users Canfirm (1) » User profiles » Reports »
Create a new user » Histary »

2. Create and manage users

There are several ways to create and maintain users in CNA, and it is therefore a good idea to do
some planning before you start. First of all, consider if there are several users with similar
authorisation rights. If so, we recommend you use user profiles, which is a collection of rights that
you can connect users to. If a change is needed to the rights, you will only have to change the user
profile, and all the connected users will be updated automatically. You can create as many user
profiles as you like, but a user can only be connected to one user profile at the time. Furthermore,
once you have connected a user to a user profile, you cannot add additional rights to the user
without disconnecting the user from the user profile first. The only exception is administration rights
and e-Markets.

The alternative to user profiles is to set up the rights individually per user. This is the only option if
the following services are relevant, because they cannot be part of user profiles:

=  Group Account FlI

= Global Cash Pool/KVK
= Local agreements in Finland and Sweden
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21. Create user and user information

No matter if you are using user profiles or not, you will need to register basic information about
the user. Select Create user in the left-hand menu and the info screen will open. Please note
that if the user wants to use Nordea ID app, the mobile number with the country code and
email address needs to be added here.

Info * = Must be filled in

General

Status: Activa

Start date: * 02.08.2005 End date: l:l Blank means "Until further notice”

Company: * | CORPORATE METBANK EASY LEARNING %

Last name: * |A'|na|a |

First name: * |A’ma |

Short name: * ANAN

Personal ID: * |101_.33:-.3513 ID type: * | Social security number v

Date of birth: * 10.10.30

Citizenship: * [ Finland v

Languzge: *

Telephone: [-select- v] | |

Mohbile phone: [-select- vl | |

E-mail: | |

User profile

Current user profila:

Identification

Identified from: * |;555‘ Document ID: ¥ | 01020304
Identified for using Norwegian accounts

Politically exposed person: *

Postal address

Name: = |_=\'|na Annala |

Company: |C'C]RPURATE MNETBANK EASY LEARNING |

Street address 1: [kouLukaTu 1 |

Street address 2:

Postal code: * [02230 | city:* [EsPOO |

Country: * [ Finland e

Please note the following:
= Administrator: This selection is managed by Nordea, and marked for users with
administration rights.

= Date of birth: Anti-Money laundering law ‘AML’ requires that users are registered with
date of birth.

= |dentified for Norwegian accounts: Norwegian regulation (Anti-Money laundering
law ‘AML’) requires that users with access to Norwegian accounts are identified by a
Nordea employee in person. The identification can alternatively be done by a
governmental notary public.
The selection is managed by Nordea. Note that the fields personal ID, ID type and
citizenship will be locked for editing when the user is identified.

= Politically exposed person: Anti-Money laundering Act ‘AML’ requires that users
answer to questions about politically exposed person - Is the user or has the user
recently been a politically exposed person (PEP)?
Has anybody in the user’s close family or any close business associates, now or
recently been a politically exposed person (PEP)?

A Politically exposed person is a person who serves or has served in the position or
function of:

o Head of state, head of government, minister or assistant minister

e Member of national assembly
e Member of a governing body of political party
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e Member of a high-level judicial body, the decisions of which are not subject to

further appeal, except in exceptional circumstances

e Member of the board of an auditor general’s office, a court of auditors or a central

bank

e Ambassador, chargé d’affaires or high-ranking officer of the armed forces
¢ Member of an administrative management or supervisory body of a state-owned

enterprise

e Director, member of the board or other person in the senior management of the

international organisation.

= User profile: All defined user profiles will be seen on this list. Connect the user to a
user profile by selecting the desired user profile and save. Note that the user profile
will override the user’s possible current rights, and no additional rights can be added
except for administration rights and e-Markets. Note also that connecting a user to a
user profile requires confirmation (see chapter 2.5 for more information about

confirmation).

= Postal address: It is preferred to use users own address here.

2.2. Order Nordea ID, activate Swedish Mobile BankID or e-legitimation, block

Nordea elD card.

Go to the Authentication screen in order to get to the overview of possible authentication

methods. These are available methods:

Nordeo’) Corporate Netbank Administration

Administration

< Back 10 Service Querview
User

Authentication Overview

User. Bart Simpson

Cash Mansgemend requests | | Trade Finance

Authentication

Authentication method
rdea ID
Mobie BankID

2 card

e-legitimation on card. Only for Swedish citizens.

1. NordealD

Nordea ID is the preferred logon method.
Click Manage next to Nordea ID.
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User

Authentication/Nordea ID

Agreement: TesT Aareement Agreement no: 2222222711

Iser: Bart Simpson Logon I0: 000111000111 Status: Mot active

Info Services Account rights Authentication File transfer Comporste Access File Transfer Giro Link Custody Metbank International Administration rights Signer acoess
Cash Management requests

o Temporary PIN code and activation code can now be ordered.

Authentication method: Nordea ID

Method status: Mot active
- K i 34567
Allow this user to use Nordea ID Mobile phone number for activation code: +358 12345678

E-mail: test@test.com

Crder temporary PIN code and activation cods
Order

User

Authentication/Nordea ID

Agreement: Te5T Agresment Agresment no: 2222222211

User: Bart Simpzon Logon ID: 000111000111 Status: Active

Info | | Services | | Account rights |  Authenticstion | File transfer | | Corporate AcesssFile Transfer | | Girolink | | Custody | | Metbank Intemational | | Administration rights | | Signer scoass
Cash Management requests

Authentication method: Nordea ID

Method status: Active

\ code: +358 123456
Allow this user to use Nordea 1D Mobile phone number for activation code: +358 12345678

Temporary FIN code and activation code ordered on: 21.12,2021 10:14 E-mail: test@test.com

Save
Order temporary PIN code and activation code
Device name & & Last time used & * Device status * [ Delete
21.12.2021 10014 CET Mot active 8

Temporary PIN code and activation code has been ordered and finally confirmed.

Allow this user to use Nordea ID: When Allow this user to use Nordea ID has been ticked
and temporary PIN code and activation code have been ordered, then user can take Nordea ID
app in use for logon to Corporate Netbank

When unticking allow this user to use Nordea ID, all user’s devices will be deleted and new
temporary PIN code and activation code must be ordered for user to be able to logon with
Nordea ID app again or the user must use another authentication method.

Method status: When the Allow this user to use Nordea ID has been ticked and Order of
temporary PIN code and activation code has been finally confirmed, Method status changes
from ‘Not active’ to ‘Active’. The user can now logon to Corporate Netbank with Nordea ID app.

Pending status: “Conf.once”. This is visible only when temporary PIN code and activation
code has been ordered, but not finally confirmed.
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Mobile phone for activation code: Shows the mobile phone number to which the activation
code will be sent.
E-mail: Shows the e-mail address to which the temporary PIN code will be sent.

Device name: Shows the name of the device. First device will be added to list of devices when
temporary PIN code and activation code has been ordered and finally confirmed.

Last time used: Shows date and time for when user last time has logged on to Corporate
Netbank with Nordea ID app.

Device status: Shows the status of the device. Status can be ‘Not active’ ,'Active’ or ‘Locked’.

Delete device:

The button Delete will become visible after device has been added. If user has an elD card and
you want to make sure that the user can not add another device, you also need to untick the
field Allow this user to use Nordea ID.

If the user does not have elD card and you delete the final device, user can not logon again
until a new activation code and temporary PIN code for the user is ordered.

Click Save. The user will be able to add devices in Corporate Netbank after final confirmation
and after you as administrator have logged out of Corporate Netbank.

More detailed instructions will be found on Logon page and Corporate Netbank User Guide.

2. Swedish Mobile BankID

Click Manage next to Swedish Mobile BankID.

Nordeo” Corporate Netbank Administration

Adrministration rlanguage rHelh rlogoff
< Back to Service overview
User

Authentication/Swedish Mobile BankID
Agresment: TEST Agre emne rit Agresment no. 2232222211
user Bart Simpson Legon 16: 000111000111 Status: Active

Info | | Swwoas | | Account rights | | Lecal agrewmenes | Awthenccanon | Fletransfer | | Corporste Aveess Fie Transfer | | Custody | | Group Accou FI | | Netbank iematonal | | Adminestrasion righes
Sigrar sccass

Authentication method: Swedish Mobile BankID

Method status: Not activ
Activated on

TBEE 3 3 s ont
obile BankID far Corporate Hetbank heate.
Acth

Activate Swedish Mobile BankID: Click Activate to enable Swedish Mobile BankID for
use in Corporate Netbank. The user must have a Swedish Social Security number.

Note: Swedish Mobile BankID is ready for use after final confirmation. As enrolment is not
offered via Corporate Netbank, user must have taken the method in to use separately.

Inactivate Swedish Mobile BanklID: Once you have activated and finally confirmed
Swedish Mobile BankID for use in Corporate Netbank, an Inactivate button will appear.
Select this to disable the use of Swedish Mobile BankID for this user in Corporate
Netbank.

Corporate Netbank Administration User Guide * 2023-12 6
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3. Nordea elD on card
Click Manage next to Nordea elD.

It is no longer possible to order new Nordea elD cards.
Active Nordea elD cards can be used until futher noticed.

User

Authentication/Nordea eID on card

Agreement: CORPORATE NETBANK EASY LEARNING

Agreement not 7EEE1321430
User: Anna Anderssan (1)

Logan ID: 1240975228 Status: Active

Info | [ Services | [ Account rights | [ Localagreemems |  Authencication [ File transfer | | Custody | | Adminiscravion rights

Authentication method: Nordea eID on card

Active Addrass for card and PIN code: Anna Andarsson

13.04.2016 CORPORATE HETBANK EASY LEARNING
01.05.2021 NORDEA

70000000368 10571 STGCKHOLM
9752263370307261 Susden

Anna Andersson Edit name on card |— (Max 25 characters)

€ order and activate a new Nardea 210 card. A card reader will be included.

@ Order and activate a new Hordea eID card, No card reader will be included.

Order car

Black Mordes eID card,

Block card

If the user has forgot the PIN code a PIN reminder can be ordered, The PIN code is sent by post

Block card: You can block the card by selecting Block card.

4. e-legitimation on card
Click Manage next to e-legitimation on card.

User

Authentication/e-legitimation on card

Agreement; CORPORATE HETBANK EASY LEARMING

Agreement no: 76681321430
User: Anne Srith (1)

Lagen IDi 1896802010 Status: Active

Infe | [ Services | [ Account rights | | Local agreements |  Authertication [ Filetransfar | | Administration rights
method: on card

Status: Mot active

Activated on: -

Inactivated on:

Social security number: 839471932

Activate e- legitimation on card for Corporate Netbank, User must have a valid e-legitimation on card,

Back to Authentication ouerview

Activate e-legitimation: Click Activate to enable e-legitimation for use in Corporate
Netbank. The user must have a valid e-legitimation on card in advance.

Note that the activation requires confirmation (see chapter 2.5 for more information
about confirmation).

Inactivate e-legitimation: Once you have activated e-legitimation on card for use in
Corporate Netbank, an Inactivate button will appear. Select this to disable the use of e-
legitimation on card for this user in Corporate Netbank.

Define user rights individually

@rder PIN code

Activate

Several steps are involved when setting up the rights, and those are described in the following
chapters.
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Nordea

Go to the Services screen for overview of the available services.

User

Services

Agreernent: CORPORATE NETBANK EASY LEARNING Agresrnent no: 76681321430

User: Anne Smith (1)

Info|  Services [ Account rights

Logon ID: 1896802010

Local agreements | | Authertication | | File transfer | [ Administration rights

ion groups for

*  Group 1
' Group z

Services
Accounts

¥ Accounts and Balances

Payments
™ Intercomnpany payment
€ ordinary account rights
© Lirmited account rights
I” Global Gash Poal Transfer
€ ordinary account rights
© Limited sccount rights
¥ Wew payment
@ ordinary account rights
€ Limited account rights
™ Financial payrnent
© ordinary sccount rights

€ Limited account rights

File and Corp: Access

Select the desired services and save. Be aware that many of the services require
additional set-up. The table below gives an overview of what is required:

Accounts & Balances

Select accounts on the Account rights screen (see
chapter 2.3.2).

Intercompany payment
New payment
Financial payment

Select accounts and account rights on the Account rights
screen (see chapter 2.3.2).

Locked templates: Sub-selections for ordinary account
rights and limited account rights appear when locked
templates are activated (by Nordea). Selecting the latter
means that you cannot give the user confirm rights on
the Account rights screen.

Confirmation groups: Activating Confirmation groups in
the left-hand menu results in the following:
= All users will be placed in confirmation group 1
by default. You can change the group on this
screen. Note that this requires confirmation (see
chapter 2.5 for more information about
confirmation).
= The confirmation right Two groups together will
be selectable on the Account rights screen (see
chapter 2.3.2 for more information about account
rights).

File transfer

File types are selected on the File transfer screen (see
chapter 2.3.4).

Custody — Holdings and
transactions

Securities accounts are selected on the Custody screen
(see chapter 2.3.6).

Custody - Instructions

Cash accounts are selected on the Account rights screen
(see chapter 2.3.2).

Securities accounts are selected on the Custody screen
(see chapter 2.3.6).

Corporate Netbank Administration User Guide * 2023-12
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Custody — eCustody (new)

Securities accounts are selected on the Custody screen
(see chapter 2.3.6).

Local services in Finland
and Sweden

Local agreements are set up by Nordea but you can give
users access to them on the Local agreement screen
(see chapter 2.3.3).

Group Account FI

The group account is selected on the Group Account FI
screen (see chapter 2.3.7).

View/Confirm files NO

Requires that File transfer is also selected.

Global Cash Pool/KVK

The rights within this service are set up by Nordea and
cannot be seen in CNA.

Archive (e.g Account
Statements/eRedovisning)

The rights within this service are set up by Nordea and
cannot be seen in CNA.

GiroLink

The rights within this service can be viewed and
changed. A new user is set up by Nordea and cannot be
done in CNA.

Total IN/Total IN Basic

Accounts are selected on the Account rights screen (see
chapter 2.3.2). The service will be available one banking
day after it has been selected in CNA.

Corporate File Payments

Accounts are selected on the Account rights screen (see
chapter 2.3.2). The service will be available one banking
day after it has been selected in CNA.

Flerkontosystem NO

Requires a separate authentication agreement for
Flerkontosystem NO.

Netbank International

Requires a Netbank International agreement.

After the service has been added for a user, the user
makes the connection request for the Single Sign On
(SSO) to Netbank International by following the Netbank
International link in the CN front page and by adding their
Nordea ID there. After this you must verify that the user
name matches the Nordea ID and confirm.

You can disconnect users Nordea ID under User/
Netbank International.

User rights in Netbank International are set up by
Netbank International system administrator.

Betalingsservice

Selecting the service grants permission for the user to
use the Danish direct debit service Betalingsservice.

e-Markets

e-Markets cannot be selected in CNA. Instead, the users
connect this service themselves in Corporate Netbank.
However, you can see when the user has selected the
service.

The rights within this service are set up by Nordea and
cannot be seen in CNA.

Dashboard

User rights in Dashboard are set up by Nordea, but you
can deselect/select the service in CNA.

Trade Finance Global

Requires an agreement with Nordea Trade Finance

Corporate Netbank
Administration

This selection is marked for users with Corporate
Netbank administration rights.

The administration rights are managed by Nordea, but
you can view them on the Administration rights screen
(see chapter 2.3.8).

Premium API
Administration

Premium APIs are marked in this section for Admin or
User/Admin with Premium API administrations rights.
The administration rights are managed by Nordea, but
you can view them on the Administration rights screen.
(see chapter 2.3.8).

Open Banking services

Selecting the service grants permission for the user to
create Personal signing key used within Open Banking
Corporate API services. Requires that both Personal

Corporate Netbank Administration User Guide * 2023-12
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signing key and Premium APIs are included in the
agreement by Nordea.

Nordea Corporate Requires that Nordea Corporate is included in the

agreement. Select the Cash Management request(s)
and/or Trade Finance options that the user is authorized
to do. The rights are selected on the Nordea Corporate -
Cash Management screen and/or Trade Finance screen.
(see chapter 2.3.9. chapter 2.3.10)

2.3.2. Account rights
Go to the Account rights screen to manage the account rights for several services.

Corporate Netbank administration

Log off s Help »Llanguage
User

Account rights

Agreement: NORDEA BANK DANMARK A/S Agreement no: 1511100721 Status: Active
User: Anna Aalto (1) Legon ID: 2085008295 Status: Active
Info Services Accaount: rights Authentication
Select service: Account number:
Payments / Intercompany payment ;I Select I Search
Current service:
Payments / Intercompany payment
Account rights Erint |&h

Select all account rights in this
page:

I: * Account number ¥ CCY [+ Name [+ [+ View K:‘y Conf. rule Status [+ [+
p + Al zccounts 7380 NETBANKING SERVICES

|7 +l All zccounts MWORDEA AXESS TEKNIKSTOD

[T B All accounts NORDEA BANK DANMARK A/S e tgcrgj,t;';etrcgether

Select the desired service from the list and click the Select button to see the available
accounts. You have two options:
a. All accounts: This means that all current and future accounts will be selected.
Choose this by marking the All accounts group and select the desired rights
(View, Key-in and Confirm). There are several possible confirmation rights:
= Confirm alone
= Confirm two together
= Confirm two groups together: Users with Two groups together can only
confirm payments together with users from the opposite confirmation
group, or someone with confirm alone or two together rights. The
user’s group is shown next to the users name on top of the screen.
Two groups together can only be selected when confirmation groups
are activated

b. Single accounts: Open the plus sign in front of the All accounts group to view
the accounts. Select the accounts of interest and define the rights (View, Key in
and Confirm).

Save the updates before you continue, and be aware that expanding account rights beyond
view rights requires confirmation (see chapter 2.5 for more information about confirmation).
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Note that you can search for an account by entering the account number in the Account
number field and clicking Search. Note that the account number has to be entered in the

exact format, including space characters, dots, hyphens and currency.

2.3.3. Local services in Finland and Sweden

Go to the Local agreements screen. This requires that Local Services in Finland and/or
Sweden is selected on the Services screen (see chapter 2.3.1 for more information about

the services).

Corporate Netbank administration

User

Local agreements

User: Olz Nordmann (1) Logon ID:nool

Info Services Accournt rights Local agreements Authentication File transfer Adrninistration rights

Finnish local agreement number

I-Eelect- vl
Swedish local agreement number Personal ID
I-Eele:t- vl - net 2szigned -

Log off »Help »Llanguage

Agreement: CORPORATE NETBANK EASY LEARNING Agreement not 76681321430

Aszign

Status: Active

Status: Active

Save || Cancel

Local Services in Finland: Select an agreement number from the list and save. Several
local Finnish agreements can be connected to your Corporate Netbank agreement, but

only one can be connected to a user.

Local Services in Sweden: Select an agreement number from the list and click Assign.
Several local Swedish agreements can be connected to your Corporate Netbank

agreement, but only one can be connected to a user.

Note that adding local services requires confirmation (see chapter 2.5 for more information

about confirmation).

Corporate Netbank Administration User Guide * 2023-12
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2.3.4.File transfer

Go to the File transfer screen to select file types. This requires that file transfer is selected
on the Services screen (see chapter 2.3.1 for more information about the services).

Corporate Netbank administration

r Log off » Help »Language

User

File transfer

Agresment: CORPORATE METBANK EASY LEARNING Agresment no: TESE1321430 Status: Active
User: Hans Hansen (1) Logon ID: HH Status: Active
| Seruices | | Account rights | | Authentication |  File transfer | Custody | | Administration rights |

Include file tvpe

File types

Name = From file type set ]

Elektroniskt kontoutdrag SWIFT MTS40 NO Mznzges Eemove
Treasury file Filz type set Mznzgs Eemove
Account statement ver 2 DK File set DK Mznzge Remove
Account statement ver 3 DK Filz set DK Mznzge Remove
Elektroniskt kontoutrag FI File type s=t Manage Remove
Referensbetalningar FI Filz type set Mznzgs Eemove
Faktursbetalningstji@nst FI File type s=t Manage Remove
Léner och pensioner FI File type s=t Manage Remove
Edifact NO File type s=t Manage Remove
Telepay NO File type s=t Manage Remove
Elektroniskt kontoutdrag SE File type s=t Manzge Remove

You have the following options:

a. Include file types

Click Include file type

Select a file type set from the list that appears and click Select.
Select the desired file type by clicking Include next to the File type.
Mark the desired accounts/identifiers and click Include selected.

Corporate Netbank administration

pLog off »Help »Llanguage

Pobp=

User

File transfer

Agreement: CORPORATE NETBANK EASY LEARNING Agreement no: 76681321430

Uzer: Hzns Hanzen (1) Logon I0: HH Status: Active

[ gervices | [ Account rights | [ Authentication |  Filetransfer | Custody | | Administration rights |

Include file type
Filz type name: Féretagets betzlningar F1 from file type set [File type set] [0000247711]

Include identifier
" Identifier & & Owner * [
I- ooo24026 CORPORATE NETEANK EASY LEARNING

Include selected

5. Some file types require additional rights. If so, select Edit rights and add the
desired rights (View, Key-in and Confirm). Note that changing the rights requires
confirmation (see chapter 2.5 for more information about confirmation).
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Corporate Netbank administration

yLog off »Help »Llanguage

User

File transfer

Agreement: CORPORATE NETBANK EASY LEARNING Agreement no: 76681321430 Status:

User: Hans Hansen (1) Logon ID: HH Status:

| Services | | Account rights | | Authentication | Filetransfer | Custody | | Administration rights |

Include file type
File type name: Féretagets betalningar FI from file type set [File type set] [0000247711]

<< Back to File tvpes

Include identifier

Identifiers included

[T Identifier Owner Rights Status
[T oooz402s CORPORATE NETBANK EASY LEARNING Voo Active

=
Edit rights

b. Maintain file types

Click Manage next to the file type, and an overview of selected accounts/identifiers will be
shown. Remove accounts/identifiers by marking them and clicking Remove selected. Add
more accounts/identifiers by selecting Include accounts/identifiers and follow the same
procedure as in a.

c. Remove file types

Click Remove next to the file type you want to remove.

2.3.5. Administration of GiroLink

Go to Girolink screen.You get an overview of the confirmation rights for identifiers(account
number or company number) for those companies with a GiroLink agreement that is
included in the Corporate Netbank agreement.

Corporate Netbank Administration

»lanqusge »Help »Llog off

GiroLink

Agraement: NORDEA BANK DANMARK A/S Agrasmant no: 1511100721 Status: Active

Select companies

=Y

GCPSUBTEST 5 -1

GCPSUBTEST 5 - 2

GCRTORTEST 5

NORDEA AB AXESS HELPDESK

NORDEA BANK AB (PUBL)

NORDEA BANK AB (PUBL)

NORDEA BANK DANMARK A/S

NORDEA BANK SVERIGE A2 /0 SUNDEERG
NORDEA IT NETBANKING SOLUTIONS SE

PLUSGIRCT TESTKONTO 18

FEEEEEEEREER

TEST CORPORATE NETBANK/CMS NORDEA C/0 TOMMY SILEN, 526

ktotop

You can change the rights of an Identifier (account number or company number). Please
note that the confirmation rights alone or two together are connected to the identifier and
apply for all users connected to the identifier.
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View and change user's authorisation for GiroLink

When you have selected a user with the service GiroLink you will find a tab GiroLink in the
top menu. In this screen information regarding the user's current authorisation for GiroLink
is presented. Please note that a new user in GiroLink always needs to be created by
Nordea. All information agreed in the GiroLink Power of Attorney is presented. If no
information is presented, please contact Nordea.

Confirmation rights for identifiers

In this table the user's current confirmation rights are presented. You can add or remove
confirmation rights for an identifier by ticking or unticking the check box in front of the
service.

Press Save to update the screen and the rights are updated after final confirmation.

Add or remove file type
In this table user's current rights are presented. You can add or remove a file type for the
user by ticking or unticking the check box in front of the file type name.

Press Save to update the screen and the rights are updated after the final confirmation.

User profiles

The service GiroLink can be part of the user profiles, but you need to update the GiroLink
rights for each user, even if the user is part of the user profile.( see chapter 2.4 how to
create user profiles)

Copy user
The service GiroLink can be copied for a user but not the individual user rights.

2.3.6. Custody

Custody - Holdings and transactions

Go to the Custody screen to manage securities accounts. This requires that Holdings and
transactions is selected on the Services screen (see chapter 2.3.1 for more information
about the services).

Select Holdings and transactions from the list and click Select.

Corporate Netbank administration

Log off »Help »Llanguage

User

Custody

Agreement: CORPORATE NETBANK EASY LEARNING Agreement no! TEEB1321430 Status: Active

User: Anna Andersson (1) Logon ID: ANNA Status: Active
Info Services Accourt rights Lacal agreements Authentication File transfer Custody Adrninistration rights
Custody services

Service: Select zervice:

Heldings and transactions Heldings and tranzacticnz;l Sebe

Include securities accounts

Securities accounts included

I_ Account number ¥ [+ Name [ [+ Owner [¥ [+ Bank [¥ [+ Rights Status
I- 4 All accounts CORPORATE NETBANE EASY LEARNING Womem Active
Edit rights

Rernove selected Cancel
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You have the following options:

a. Change account rights for already added accounts
Select Edit rights to define the rights (View and Confirm).

Corporate Netbank administration

Log off »Help »Llanguage

User

Custody

Agreement: CORPORATE NETBANK EASY LEARNING Agreement no: TEE81321420 Status: Active

User: Anna Andersson (1] Logon ID: ANNA Status: Active
Info Sarvicas Account rights Local agreements Authentication Fila transfer Custady Adrinistration rights

Service: Holdings and transactions

Securities accounts included - Edit rights

View Conf.rule

r No right to confirm vl

+ Set all rights +

Account number [+ [* Name ¥ * Owner ¥ [* Bank ¥ [ View Conf.ruls Status
+ all accounts CORPORATE NETBANK EASY LEARNING v No right to confirm vl Active
+ all accounts MAGNUSSONS HOTELL AB v No right to confirm vl Active

Save Cancel

b. Remove accounts
Mark the account(s) and select Remove selected.

c. Include accounts
Select Include securities accounts to add accounts. You have two options:
1. All accounts: This means that all current and future accounts will be selected.
Choose this by marking the All accounts group.
2. Single accounts: Open the plus sign in front of the of All accounts group to see

all the accounts. Select the accounts of interest by marking the accounts and
save.

Select Edit rights to define the account rights (View and Confirm). Note that expanding

account rights beyond view rights requires confirmation (see chapter 2.5 for more
information about confirmation).

Custody Instructions
There are two places to define rights for Custody Instructions:
a. Cash accounts: Go to the Account rights screen, select Custody Instructions

from the list and add accounts and account rights (see chapter 2.3.2 for more
information about account rights).

b. Securities accounts: Go to the Custody screen and select accounts in similar
way as for Holdings and transactions.

Note that expanding account rights beyond view rights requires confirmation (see chapter
2.5 for more information about confirmation).

Custody eCustody (new)

Go to the Custody screen to manage securities accounts in similar way as for Holdings and
transactions.

Note that expanding account rights beyond view rights requires confirmation (see chapter
2.5 for more information about confirmation).
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When service eCustody (new) is selected in Custody also eCustody (new) Role must be
selected — due to the user’s access level in eCustody (new). Select between following
options: Full access (Selected as default), Custody user or Corporate Actions user.

2.3.7. Group Account FI

Go to the Group Account Fl screen. Note that Accounts & Balances, Intercompany
payments and Group Account FI must be selected on the Services screen (see chapter
2.3.1 for more information about the services).

Choose the desired user from the drop down menu and save.
Note that confirmation is required (see chapter 2.5 for more information about
confirmation).

Corporate Netbank administration

Log off »Help »Llanguage

| Infa | Services | Account rights | | Local agreements | Authentication | | File transfer | | Custedy | Group Account FI Adrninistration rights

Salect user

ESFESEC4 Virtanen Maija ].D].29T;I

2.3.8. Administration rights

Administration rights are managed by Nordea, but you can view the rights on the
Administration rights screen.

Corporate Netbank administration

Log off »Help »Llanguage

User

Administration rights

Agreement: CORPORATE NETEBANK EASY LEARNING Agreement no: 766813214320
User: Maija Virtanen (1] Logon ID: 1841573081

| Services | | Accountrights | | Local agreements | | Authentication | | File transfer | | Custedy | | Group Account FI | Administration rights

Info * = Must be filled in

Administrator rights

View Key in Conf. rula Status

W " Alone ;I Active
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2.3.9. Nordea Corporate - Cash Management requests

Go to the Nordea Corporate - Cash Management requests screen to manage the rights for
the selected Cash Management requests.

< Back to Service overview

User

Nordea Corporate - Cash Management requests

Agreement: CORPORATE NETBANK EASY LEARNING

Agreament no: 76681321430
User: BartSimpson

Logon [D: 11052119032 Status: Not active

Info Services Account rights Authentication File transfer (i Link Custody Adeninistration rights Signer access Cash Management requests

Accounts | Cash Management services Payment investigations

Current
Select request rights &
No right to confirm v | | Se€
o B Name = = co-1p ® @ view  Keyin  Conf. Rule status B B
CH EASY LEARNING COMPANY DK 2000710468 Alore -
CORPORATE NETBANK EASY LEARNING 2000710353 Twa togsther v
CORPORATE NETBANK EASY LEARNING 2000700347
CORPORATE NETBANK EASY LEARNING 2000708358 No nght to confirm v

Select the rights for the request(s).

Choose by marking the company(ies) and selecting the desired rights (View, Key-in and
Confirm). There are several possible confirmation rights:

= Confirm alone

= Confirm two together

= Confirm two groups together:

Users with two groups together can only confirm requests together with users from the
opposite confirmation group, or someone with confirm alone or two together rights. The
user’s group is shown next to the users name on top of the screen. Two groups together
can only be selected when confirmation groups are activated.

Save the changes before you continue (see chapter 2.5 for more information about
confirmation).

2.3.10. Nordea Corporate — Trade Finance

Go to the Nordea Corporate — Trade Finance screen to manage the rights for the selected
Trade Finance requests.

User

Nordea Corporate - Trade Finance

Agreement: CORPORATE NETBANK EASY LEARNING Agreement no! 76681321430

User  Bart Simpson Logon ID: 11053119032 Status: Mot active

Info Services Account rights Authentic staon File transfer GroLink Custody Admisestr gtwn rights Signet access Cash Mansgement requests. Trade Finance

Bank guarantee | Letter of credit

Current
Select request rights o

Name = = cc-Ip = = Yiew Create Status = =

CH EASY LEARNING COMPANY DK 2000710469

Select the rights for the request(s).

Choose by marking the company(ies) and selecting the desired rights (View and Create).
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Save the changes before you continue (see chapter 2.5 for more information about
confirmation).

24, Define user rights via user profile

The procedure of defining rights via user profile is similar to individual set-up.

First of all, note that the following services cannot be a part of user profiles, and rights must be
defined for each user individually if they are relevant:

= Group Account Fl

= Global Cash Pool/KVK

= Local agreements in Finland and Sweden

a. Create user profile
Select User profile from the left-hand menu, followed by Create user profile. Give the user
profile a name and a description and save.

Corporate Netbank administration

Log off Help Languagsd

User profile

Create user profile

Agreement: CORPORATE NETBANK EASY LEARNING Agreement no: 76681321430

Info * = Must be filled in Erint [&h

Profile name: *

Profile description:

Save || Cancel

b. Define user profile rights
Define the rights in a similar way as for individual set-up (see chapter 2.3 for more
information about the rights).

c. Confirm the user profile
Confirm the user profile before you connect users to it (see chapter 2.5 for more
information about confirmation).

d. Connect users to the user profile

Connect users to the user profile one by one on the User info screen by selecting the
desired user profile and save.

Once a user is connected to a user profile, you cannot add individual rights to the user.
The only exception is the administration rights, e-Markets and GiroLink.

Note that confirmation is required (see chapter 2.5 for more information about
confirmation).

e. Remove user from user profile
When removing the user from the user profile it is possible to save the user profile’s
authorisation as the user’s own authorisation.

2.5. Confirmation
The following changes require confirmation before they become active:
= Giving Key in rights
= Giving Confirm, Confirm alone, Two together or Two groups together as confirmation
rule
= Changing confirmation groups
= Connecting users to user profiles
=  Activating/ordering authentication methods
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Reducing or removing rights (e.g. from "Confirm alone" to "Confirm two together") does not
require confirmation.

Select Confirm from the left-hand menu to view all the users and user profiles that have
changes awaiting confirmation.

Corporate Netbank administration

Log off Help Language
Confirm
Overview
]
Select
Agreement: CORPORATE NETBANK EASY LEARNING Agreement no: 766813214320 Status: Active
Select all
Users
Managed as [+ [# Name [ [+ Logon ID [+ [+ Company [* [+
W A - ——m g CM EASY LEARMING
r Manage Accept all Petersen Peter 1245747253 COMBANY DK
N . . . CN EASY LEARMING
- Manage Accept all Hznszen Hans HH COMBANY Dk
R . o y e CORPORATE METBANK
- Manage Accept all Swensson Sven 1895155006 EASY LEARNING
User profiles
Managed as [+ [# Profile name [+ [#
[T Mzanzae sccept all Profill
Continue Cancel

a. Select users/user profiles to confirm

Select the desired users or user profiles and click Continue to get a detailed overview of the
awaiting changes.

Be aware that you cannot confirm changes made by yourself unless you have confirm alone
rights on the Administration rights screen.

b. Confirm

Confirm the changes for the selected users or user profiles with your Nordea ID app, Swedish
Mobile BankID, Nordea elD card or e-legitimation according to the instructions on the screen.
A receipt will be shown after successful confirmation.

Note that you may reject changes as long as the final confirmation has not been done. This is
done by clicking Manage on the Confirm overview screen followed by selecting the items to
reject. Rejected changes must also be confirmed.

2.6. User overview
Select User overview from the left-hand menu in order to get an overview of all the users.
The following information is especially important to note:
= Status: The status of a user can be either active, not active or expired. The user has to be
active in order to log on to Corporate Netbank.

= Logon ID: The Logon ID of administrators is replaced by their short name.

= User profile: If the user is connected to a user profile, the name of the profile is listed
here.

= Save as profile: Selecting this will create a user profile with the same rights as the
selected user. Administration rights and e-Markets will not be included in the user profile.

= Copy: Selecting this will create a new user with the same rights as the selected user.
Administration rights and e-Markets will not be copied to the new user.
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Corporate Netbank administration

) Log off » Language
User
Overview
Agreement: NORDEA BANK DANMARK A/S Agreement no: 1511100721 Status: Active

ABC | DEF | GHI | JKL | MNO | BQRS | TUV | WxYZ | E@EAS (733 users)

User overview

Name Logon ID User type User profile Status Save as profile Copy Delete

Azlte Annz 2085008235 User (1) Annz 2 Active

Azlto Annz 2091940018 User (1) Annz 1 Active

Azlto Anna H 2115349328 User (1) Mot active
2.7. User profile overview

Select User profile from the left-hand menu in order to see all the user profiles that are
established. The column Users tells you how many users are connected to the user profile.
Click the name of the user profile to see the name of the users.

Corporate Netbank administration

yLog off »Help »Llanguage

User profile

Overview

Agreement: CORPORATE NETBANK EASY LEARNING Agreement no: 76681321430

Create user orofile

User profile

Name: | Profile type © Delete
Anna 1 [a] Company (1)
Anna 2 u] Company (1)

3. Reports

The following reports are offered in CNA:

3.1. User report
Each user is summarised in a user report. There are two ways to get to the user report:

a. Select the user of interest on the User - Overview screen, followed by User report from the
left-hand menu.
All account groups are by default collapsed in the user report. View the accounts within the
All account groups by selecting Expand All accounts to list the individual accounts in the
group and clicking View report.
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»Log off »Help »language
User Report customization
™  collapse "All sccounts"
' Expand "all accounts” to list the individual accounts in the group
User Report Erint [dh|
User Report
Agreement: CORPORATE METEBANK EASY LEARNING Agreement no: 786213214320

User: Maija Virtanen

Info

General

Logon ID:

1841573081

Status:
User type:

Start date:

End date:
Company:

Last name:

First name:

Short name:
Personal ID:

ID type:
Citizenship:
Preferred language:
Telephone:

Mobile phone:
E-mail:

Identified from:
Document ID:

accounts:

Postal address

Identified for using Norwegian

Active
User/Admin
26.05.2009

CORPORATE NETBANK EASY LEARNING
virtsnan

Maija

Mavi

123

Other

Finl=nd

Svenska

123
passport
Yes

b. Select Reports and User reports from the left-hand menu. An overview of all the users will
be displayed. Select the users of interest and also select if you prefer to have All accounts
expanded or collapsed. Click Print when the selection is done, and the user reports for the
selected users will be printed.

3.2,

Corporate Netbank administration

r_Log off » Help » Langud

Usar reports
1. Selact usar(s) *
(12 Usars)

User overview

— Mame [ [* Logon ID [+ [+ Short name [ [+
I_ Andersson Anna ANMMNA ATITA
I_ Annala Anna 1254611218 ANAN
r Hansen Hans HH HH
‘m| Mordmann Kari 1242647247 KAR.
— Nerdmann Ola naool nosl
I_ Fetersen Peter 1245747253 PR
I_ Smith Anne 1896802010 ANNS
I_ Smith John JeSm JosSm
I_ Svensson Sven 1895165006 SVSV
I_ Serensen Seren 1247268248 55
r Virtan=n Maija Mavi Mavi
l_ Virtanen Vilma WIVI WVIWI
(12 Users)

= collzapse "all accounts”

T Expand "all sccounts" teo list the individusl sccounts in the group

History

History holds information on all changes made to the agreement, users and user profiles, along
with a time stamp for the change and the short name of the user who did the change. You can

trace history events up to 15 months back in time.
There are two possible ways to get to the history:

a.

Select History from the left-hand menu, and you will have the following options:
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Search in CCM
Select this option to view changes to the agreement made by Nordea.

Search in CN
Select this option to view changes in service Corporate Netbank.

Search in CN users
Select this option to view changes made to users. All users are selected by default in the
drop-down menu Users. Alternatively, you can select a specific user.

Search in CN user profiles
Select this option to view changes made to user profiles. All profiles are selected by
default in the drop-down menu User profiles. Alternatively, you can select a specific user

profile.
Nordeom Corporate Netbank Administration
| Administration | »language »Help ».Logoff
Gorporate Netbank History

Canfirm

Raparts Agreemen it GORPORATE NETBANK EASY LEARNING Agreermen it nos 76661521430

History

[ searchin GeM | Searchin o | search in CN Users | Search in CN user profiles |

From date To date

Event: [l avarts | Time periad: 05042006 | - [0s.05.2008
Search result

Back to top .

It is common for all that you can search for either all events or a specific event by selecting
the desirable options on the Event list. Select a time period and click Search. Click the plus
signs on the result list if you want to view more details about the change.

b. Select Reports and History reports from the left-hand menu.
The history report holds the same information as the History described above, but with all
plus signs expanded by default. The events are sorted by Time of event in descending
order. Select the time period of interest and click Select.

Corporate Netbank administration

y_Log off » Help »_Llangu

History report Erint

E_] Export to Exc
Agreement: CORPORATE NETBANK EASY LEARNING
Agreement no: 765815321430
Time period: 21.12.2010 - 20.01.2011

Event Subject Time of event Changed by
Service added nool Local services in Finland 20.01.2011 10:45 MaVi
Service group Local services
Details updated VIVI WVIVI 19.01.2011 15:18 Mavi
Admin Yes
Status Expired
File type included 1841372081  SEPA Account statement FI 19.01.2011 15:06 Mavi
Account/Identifier FISS 1660 3000 0059 62
Owner CORPORATE NETBANK EASY
LEARNING
Rights Wi-i-
File type included 1841373081  SEPA Account statement FI 15.01.2011 15:06 Mavi
Account/Identifier FI11 1660 2000 0024 70
Owiner CORPORATE NETBANK EASY
LEARNING
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3.3. User expiry date report

The User expiry date report lists users with end date in a given period of time. Select Reports

and User expiry date report from the left-hand menu. Select the desired time period and click
View report.

Corporate Netbank administration

»_Log off »Help »Llangquage

User expiry date report

Erint

Agreement: NORDEA BANK DANMARK A/S
Agreement no: 1311100721

View users with expiry date in the given time period: 12.01.2011 - 28.02.2011

Name [ [# Logon ID [ [#

Anna Aalto 20835008253

Short name # 2]
AAMNA 15.02.2011

In addition to the report, you are alerted when selecting the User — Overview screen if there
are users whose end dates will pass in the upcoming quarter.
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The agreement report gives a summary of the agreement data, i.e. services, accounts, users

and user profiles

Corporate Netbank administration

Agreament Report

Agreement Report

CET Date & timee: 15.04.2012 10:38

Info

Start date:
End date:
futhentication methods:

E-customer hierarchy name:
E-custonser hierarchy 1D:
CC 1D:

Maln customer;

Street address:

City:

Fostal code:

Business registration no:
Country:

Customaer responsible anit:
Local customer 10, DK
Local customer 10, HO
Local customer 1D, FI
Local customer 1D, SE

Agraament: CORFPORATE NETBANEK EASY LEARNING

23.03.200% k

O Time Code cand (OTC]

Nerdea eID on card

e-legtimation

CORPORATE NETBANK EASY LEARNING
2009377517

2000709347

CORPORATE METRAMEK EASY LEARNING
HNORDEL

STOCKHOLM

10571

9552013890

Sweden

Corporate Nathank

#5201 385

Services, Accounts and Account rights

Service groups Services

ALCOUNtS accounts and Balances
Payments Intercompany payment
Faymants MNew payment

Agregment type: Corporate Netbank Agregmant no: THEE1321430 Sratus: Attive

Print
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An account short name is an alternative account name that is optional to add. The name will be

shown within Accounts & Balances and Payments in Corporate Netbank.

Select Account short name from the left-hand menu.

Search for accounts by selecting Account type, Account owner and Bank, or key in a specific

account number. Click Search.

Enter the account short name in the input field that appears next to the account, and click OK to

save the short name(s).

Corporate Netbank administration

v Log off » Help »Llanguage

Account short names

Account type:

I,'-‘\II vl

Account owner: Bank: Account number:
All =&l - —ar- I

Search result

Account number cCcY Owner Bank Name

Short name

LEARNING

445 80 41-3U5D uso BIORCK EIVOR Mordea SE |
6002.04.13223 DKK CHRISTINE QUEEN OF TEST  Hordea HO |
RFTOOZ EUR CHN ezsy learning DRESDEFF  CN easy learning I
3001 17 07135DKK DKK f&iﬁ?ﬁé‘ﬁ METBANK EASY . ordes SE |
3001 17 0713SEUR EUR E;F;‘Z?:G}“TE METBANK EASY | ordes SE |
3001 17 07135N0K HOK CORPORATE NETBANK BASY o 1oa sE |

5. Help

In addition to this guide, you can also find help instructions inside CNA. Select Help on the upper
right corner of the screen, and instructions for the screen you are at will open on a new window.

You may navigate within the Help.
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Corporate Netbank Administration - Help

Close window |

Here you

You may

Note!

User - Overview

The following infermation and options are available:

If confirmation in groups functionality is activated, the users’ group belonging vill 2ppear next to the user type

can view a list of all existing users in the agreement.

Hame: Click to =nter the user

Legen ID: Unigue number for identifying 2 user or administrator in Corporate Netbank

User type: User and/or administrater

User profile

Status: Describes whether the user is active (the user has an active code card and can use Corporate Netbank), inactive (1
code card activated), blocked (the administrater has blocked the code card) or expired (End date has passed).

Save as profile: Szve the zuthorization of the user 22 2 user profile.

Copy: Copy commaen features to a new user, including authorisations and user prefiles. Unconfirmed items are not copied
the new user.

Delete: Delete the user frem the agreement.

sort the columns in the user overview table either by alphabet or number by using the small arrows next to the column nal

6. Quick Guide

The following page contains a shorter version of the instructions on the previous pages.
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Corporate Netbank Administration
Quick Guide

Logon

Togaccess Corporate Netbank Administration, please go to www.nordea.com.

= Select Log in on the upper right corner of the screen and Corporate Netbank from the
list that appears.

®  Logon according to the instructions described on the logon screen. You can change
the language by clicking the desired Language on the upper right corner of the screen.

= Select Administration module.

Create a user

Select Create user from the left-hand menu. Enter basic user information and save.

"  Go to the Authentication screen and select Manage next to the desired method. Note
that Swedish Mobile BankID requires Swedish social security number, e-legitimation
can only be used by Swedish citizens.

=  Define the user’s rights by either connecting the user to a user profile on the User info
screen or follow the next steps to set up the rights individually.

= Select services on the Services screen. Available services depend on the selection of
services in the agreement level done by Nordea.

®  Go to the Account rights screen. Select a service from the list and click Select to view
available accounts. You may give the user view, key in and confirm rights. Note that
“confirm two groups together” is available only if confirmation groups are activated.
®"  Go to the Local agreements screen
- Local Services in Finland: Select an agreement number from the list and save.
- Local Services in Sweden: Select an agreement number from the list and click Assign
"  File types are set up on the File transfer screen.
- Click Include file type and select a file type set from the list that appears.
- Click Include next to the desired file type and select accounts/identifiers. Add view,
key-in and confirm rights if needed.
= Select securities accounts on the Custody screen.
=  Go to the Group account Fl screen and choose the user from the list.
= Select request rights on the Nordea Corporate - Cash Management requests screen.
=  Confirm the user.

Create a user profile
= Select User profile from the left-hand menu, followed by Create user profile. Give the
user profile a name and a description.

=  Select rights to the user profile in similar was as for individual set up. Note that Group
Account FI, Global Cash Pool/KVK and Local agreements in Finland and Sweden
cannot be part of user profiles.

= Confirm the user profile

®=  Connect users to the user profile one by one on the User info screen by selecting the
desired user profile.

= Confirm the users

User overview

Select User overview from the left-hand menu in order to get an overview of all the users.
Note that the users have to be active in order to log on to Corporate Netbank.
Administration rights and e-Markets will not be included if you save a user as a user profile
or copy a user.

User profile overview

Select User profile from the left-hand menu in order to see all the user profiles. The column
Users tells you how many users are connected to the user profile. Click the name of the
user profile to see the name of the users.

Confirm

Select Confirm from the left-hand menu.

= Select the users/user profiles that you would like to confirm, or select Manage for more
information.

=  Click the Continue button on the lower right corner of the screen followed by Confirm.
Note that you must confirm with the same authentication method as you logged on
with.

Manage account short names.

Select Account short name from the left-hand menu.

= Select Account type, Account owner and Bank, or key in a specific account number.
Click Search.

. Enter the account short name next to the account and Click OK.

Reports and logs

=  Agreement report
the agreement report gives a summary of the agreement data, i.e. services, accounts,
users and user profiles.

=  User report
Users are summarised in user reports. There are two ways to get to the report: Either
select the user from the User overview and User report from the left-hand menu or
select Reports and User reports from the left-hand menu.

=  History
History holds information on all changes made to the agreement, users and user
profiles, along with a time stamp for the change and the short name of the user who
did the change. You can trace history events up to 15 months back in time. Select
History from the left-hand menu or Reports and History reports.

= User expiry date report
The User expiry date report lists users with end date in a given period of time. Select
Reports and User expiry date report from the left-hand menu. Select the desired time
period and click View report.

Open
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