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1. General

This document describes the SHA1 to SHA256 change in Corporate Access Secure Envelope which is
the Nordea (hereinafter 'Nordea' or 'the bank") specification around file protection using digital signature,
and the SHAL to SHA256 change in Corporate Access Web Services which is one of the data
communication protocol supported in Corporate Access File Transfer.

1.1 Corporate Access Secure Envelope

Corporate Access File Transfer is the service for Nordic and Baltic Corporate Access customers to utilize
host to host file transfer protocols to connect, and send/receive different file formats to and from Nordea.

Corporate Access Secure Envelope specification describes how to protect file content using a digitally
signed Secure Envelope, which is transported over different available communication protocols of
Corporate Access File Transfer. All files exchanged through Nordea Corporate Access are digitally
signed according to the specification in this document independent of the channel/protocol used.

1.2 Corporate Access Web Services

Corporate Access Web Services (CA WS) is one of the data communication protocols supported in
Corporate Access File Transfer. The protocol is based on common global standards and complies with
the definitions of the World Wide Web Consortium (W3C); see www.W3.0rg.

In CA WS connection, data is always SSL encrypted in the Internet TCP/IP network. Customers are
identified by Public Key Infrastructure (PKI) certificates given by the bank. The bank is the issuer of the
certificates (Certificate Authority, CA), which follows the same process used in Corporate Access Secure
Envelope Signer certificate. The specification of ApplicationRequest in Corporate Access Web Services
is the same as of Corporate Access Secure Envelope.

1.3 SHAL - SHA256 Change

In support to provide secure services and solutions to our customers, Nordea will discontinue the support
of the SHA1 certificate and signing signature in Corporate Access Secure Envelope because of
weaknesses in the SHA1 algorithm, and replace it with SHA256.

The areas of change are:
a. The customer signing certificate (linked to each signer ID) used to create digital signatures will be
changed to use SHA256 signature hash algorithm. Chapter 2 describes this in more details.

b. Nordea recommends customer to use key length 2048 in the certificate signing request (CSR) when
downloading certificate from Nordea, so that the customer signing certificate will have key length 2048.
Chapter 2 describes this in more details

c. Customers need to use SHA256 signing algorithm when creating the digital signature. Chapter 3
describes this in more details, and there example Secure Envelope files in Appendix
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d.  When Nordea sends customers messages in Secure Envelope, the Secure Envelope are signed with
Nordea’s new SHA256 certificate and with SHA256 signing algorithm. Chapter 4 describes this in
more details, and there are example responses files in Appendix

e. Nordea will stop support of TLS 1.0 and 1.1. Chapter 5 describes this in more details.

f.  For customers who download signer certificate using own software, the ApplicationRequests and
SOAP-Requests should be signed with SHA256 signing algorithm, and Nordea’s responses are created
with SHA256 certificate and signing algorithm too. Chapter 6 describes this in more details.

2. Change in customer signing certificate

Before Sep 27 2022, the customer signing certificate issued from Nordea was
e With SHA1 signature hash algorithm.

o Key length could be either 1024 or 2048 depending on how it is defined in the certificate
signing request (CSR) which customer sends in when downloading the certificate. Currently
NSC client offered by Nordea only supports 1024 key length.

With the change implemented on Sep 271" 2022 at 10:00 CET, the certificate is
e  With SHA256 signature hash algorithm

o Key length could be either 1024 or 2048 depending on how it is defined in the certificate
signing request (CSR) sent in by customers. Nordea recommends customers to use 2048. The
new version of NSC client offered by Nordea will support both 1024 and 2048 key length

After the change, even if customer defines the algorithm as SHAL in the CSR, Nordea overwrites it to
SHA256 and issue SHA256 certificate.

2.1 Customer effort

2.1.1 Development in Corporate Access software client

If customer uses own software client to download certificate from Nordea, and the software only supports
1024 key length in CSR, Nordea strongly recommends customer to make development to download
certificate with 2048 key length.

Nordea also offers the new version of NSC client since Dec of 2022, which supports key length of 2048.
So customers can use it download certificate of key length of 2048.

For the change of SHA256 signature hash algorithm in certificate, based on our analysis, customers
don’t need make development in order to download SHA256 certificate. Even if customer defines the
algorithm as SHA1 in the CSR, Nordea will overwrite it to SHA256 and issue SHA256 certificate.
However customers should analyze the need of development themselves still. Both the current version
and new version of NSC client support downloading SHA256 certificates.

2.1.2 Testing and Migration
The change has been implemented by Nordea on Sep 27" 2022 at 10:00 CET.
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After the change time/date, when customer make a certificate download request to download or renew
customer signing certificate, customer will get SHA256 certificates from Nordea.

3. Change in specification for incoming flow of customers to Nordea

3.1 For Host-to-Host protocols other than Web Services

In Corporate Access Secure Envelope specification, the ApplicationRequest following XML schema
should be digitally signed.

Diagram below shows the process of creating ApplicationRequest from the payload data, and the steps of
creating digital signature with certificate are the areas of the change, and they are also highlighted with
circles in the diagram.

Payload ApplicationRequest
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Originally, in digital signature, Nordea supports SHA1 algorithm
e SignatureMethod Algorithm = http://www.w3.0rg/2000/09/xmldsig#rsa-shal
e DigestMethod Algorithm =http://www.w3.0rg/2000/09/xmldsig#shal.

Since Q2 2022, in additional to SHA1 algorithms, Nordea also supports SHA256
e SignatureMethod Algorithm = http://www.w3.0rg/2001/04/xmldsig-more#rsa-sha256
o DigestMethod Algorithm = http://www.w3.0rg/2001/04/xmlenc#sha256

Example files are available in the appendix.
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And during Q3 of 2023, Nordea will stop supporting the SHAL certificate and algorithm.

3.2 For Corporate Access Web Services

In Corporate Access Web Services, both ApplicationRequest and SOAP-envelope should be signed.

Diagram below shows the process of creating ApplicationRequest and SOAP-envelope, and the steps of
creating digital signature with certificate are the areas of the change, and they are also highlighted with
circles in the diagram.

Payload ApplicationRequest
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Originally, in digital signature, Nordea supports SHA1 algorithm
e SignatureMethod Algorithm = http://www.w3.0rg/2000/09/xmldsig#rsa-shal
o DigestMethod Algorithm =http://www.w3.0rg/2000/09/xmldsig#shal.

Since Q2 2022, in additional to SHAL algorithms, Nordea also supports SHA256
e SignatureMethod Algorithm = http://www.w3.0rg/2001/04/xmldsig-more#rsa-sha256
o DigestMethod Algorithm = http://www.w3.0rg/2001/04/xmlenc#sha256

Example files are available in the appendix.

And during Q3 of 2023, Nordea will stop supporting the SHA1 algorithm.
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3.3 Customer effort

3.3.1 Development in Corporate Access software client

Customers need to develop own software client so that the SHA256 algorithm will be used when creating
the digital signature in the Secure Envelope ApplicationRequest and SOAPRequest (for Web Services) to

Nordea.

3.3.2 Testing and Migration

Nordea now supports both SHA1 and SHA256 algorithms, and this setup will be kept for a period, and
Nordea will discontinue support of SHAL in the end of Q3 2023. So customers will have a long period of
time for development, testing and migration before Nordea stops supporting SHAL.

Nordea will send newsletters to customers in advance to inform the exact date when Nordea will stop
support of SHAL.

4. Change in specification for outbound flow of Nordea to customers

4.1 For Host-to-Host protocols other than Web Services

According to Corporate Access Secure Envelope specification, when Nordea sends customers
ApplicationResponses, those are signed with Nordea’s signing certificate.

Nordea’s responses have been signed with SHA1 certificate and SHA1 algorithms. In Q3 2023, Nordea
will change to use SHA256 algorithm:

=  Nordea’s ApplicationResponses will be signed with SHA256 certificate and SHA256
algorithms

= Asexplained already in chapter 3:

e  For customers messages towards Nordea, service support both SHA1 and SHA256
certificates, and SHA1 and SHA256 signing algorithm before Q3 2023

¢ And during Q3 of 2023, Nordea will stop supporting the SHAL algorithm.
Example files for Nordea’s responses are available in the Appendix.

Nordea’s new SHA256 signing certificate and the Root CA certificate will be published in Nordea.com

4.2 For Corporate Access Web Services

According to Web Services standard, when Nordea sends customers ApplicationResponses and SOAP-
envelope messages, those are signed with Nordea’s signing certificate.

Nordea’s ApplicationResponses and SOAPResponses have been signed with SHA1 certificate and SHA1
algorithms. In Q3 2023, Nordea will change to use SHA256 algorithm:

= Nordea’s ApplicationResponses and SOAP-envelope messages will be signed with SHA256
certificate and SHA256 algorithms

= Asexplained already in chapter 3:

e  For customers messages towards Nordea, service support both SHA1 and SHA256
certificates, and SHA1 and SHA256 signing algorithm before Q3 2023
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e And during Q3 of 2023, Nordea will stop supporting the SHAL algorithm.
Example files for Nordea’s ApplicationResponses and SOAPResponses are available in the Appendix.
Nordea’s new SHA256 signing certificate and the Root CA certificate will be published in Nordea.com

4.3 Customer effort

4.3.1 Development in Corporate Access Web Services software client

Customers need to develop own software client so that the client can process Nordea’s responses which
are signed with SHA256 certificate and SHA256 algorithm.

4.3.2 Testing and Migration

Nordea will provide more information about the testing possibilities.

5. Change of Disabling TLS 1.0 and 1.1, and unsafe algorithms in AS2
and SFTP

Transport Layer Security (TLS) 1.0 and 1.1 are security protocols of HTTPS service for establishing
encryption channels over computer networks. Corporate Access File Transfer has supported these
protocols in the past. However, due to evolving regulatory requirements as well as new security
vulnerabilities in TLS 1.0, Nordea requires customers to remove TLS 1.0/1.1 dependencies in customers’
software, and Nordea will stop the support of TLS 1.0 and 1.1 by the end of Q3 2023. Nordea will send
newsletter to customers in advance to inform the exact date.

There is also another initiatives ongoing to remove insecure settings in AS2 and SFTP protocols. In
general, SHA1, 3DES and MD?5 algorithm support in AS2 and SFTP will be removed by Q3 2023 .
Nordea will send newsletter containing detailed information and exact change date.

6. Change of certificate download
This change is only relevant for customers who download certificates using own software. If you use
NSC to download certificate, this is not relevant for you.

Nordea has deployed a new service for certificate download. In the new service, SHA256 certificate and
signing algorithm are used. Customers should make change in own solution to be able to send SHA256
requests to Nordea and accept SHA256 responses from Nordea, because during Q3 2023, Nordea will
stop supporting SHAL.

Existing service operates as of today without changes before Q3 2023, and in parallel, the new service
with SHA256 certificate and signing algorithm are open for customer to test and use.

Existing service

https://filetransfer.nordea.com/services/CertificateService
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=  No change as of today. Nordea’s messages are signed with SHA1 certificate and SHA1
algorithms.

= Delivered SHA1 signer certificate before Sep 27th 2022 and SHA256 signer certificate after.

=  For customers messages towards Nordea, service supports both SHA1 and SHA256
certificates, and SHA1 and SHA256 signing algorithm

= And during Q3 of 2023, Nordea will stop supporting the SHA1 algorithm.

New service

https://filetransfer.nordea.com/services/CertificateService/sha2

»= Nordea’s ApplicationResponses and SOAP-envelope messages are signed with SHA256
certificate and SHA256 algorithms

= Delivered SHA1 signer certificate before Sep 27th 2022 and SHA256 signer certificate after

= For customers messages towards Nordea, service support both SHA1 and SHA256 certificates,
and SHA1 and SHA256 signing algorithm

=  And during Q3 of 2023, Nordea will stop supporting the SHA1 algorithm.

Example files for Nordea’s responses are available in the Appendix.

Nordea’s new SHA256 signing certificate and the Root CA certificate for certificate download service
are published in Nordea.com

/. Summary on customer efforts

Customer
Customer .
development testing and imeli
Change area migration Timeline
efforts
needed efforts
needed
Customer Changed on Sep 27% 2022, at 10:00 CET
The customer signing ar:]aele(izt%e Nordea overwrites the algorithm setting
certificate (linked to each nee dyBase q customer defines in CSR (certificate
Signer 1D) used to create oﬁ our Yes signing request) and issue SHA256
digital signatures will be analvsis. no certificate.
changed to use SHA256 ysIS,
- . development . .
signature hash algorithm. is needed in Both the current version and new version
MOSt Cases of NSC client supports downloading
SHA256 certificates.
Nordea already supports SHA256
Customers need to use algorithm in requests sent by customers.
SHA256 signing algorithm In Q3 2023, Nordea will stop the support
when creating the digital Yes Yes of SHA1, and we will inform the exact
signature. time later. Customer needs to be ready
with the change by that time.
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For responses messages
Nordea sending to customers,
the responses will be signed
with Nordea’s new SHA256
certificate and with SHA256
signing algorithm.

Yes Yes

Nordea will uses SHA256 certificate and

algorithm in Q3 2023 and we will inform

the exact time later. Customer needs to be
ready with the change by that time.

Nordea recommends
customer to use key length
2048 in the certificate signing
request (CSR) when
downloading certificate from
Nordea, so that the customer

Yes if customers uses own
software client to download
certificate. Otherwise,
customers can use the new
NSC client which Nordea

Nordea supports issuing certificate of 2048
key length already. Nordea issues 1024 or
2048 key length certificate based on the
setting customers define in CSR.

The new version of NSC client which

signing certificate will have provides supports 2048 key length is available since
key length 2048. Dec 15 2022.

Nordea will stop support By Q3 2023, will inform exact time later
of TLS1.0and 1.1 and Yes Yes

insecure setting in AS2 and
SFTP
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Appendix

Examples of Secure Envelope ApplicationRequest with SHA256 algorithm

Part of XML, some parts are scrambled

<ApplicationRequest xmlIns="http://bxd.fi/xmldata/"'>
<Customerld>7777711111</Customerld>
<Command>UploadFile</Command>
<Timestamp>2022-06-15T13:00:38.6061065+02:00</Timestamp>
<Environment>PRODUCTION</Environment>
<Targetld>1111177777</Targetld>
<ExecutionSerial>1111177777</ExecutionSerial>
<Softwareld>DEMOCORPAccess</Softwareld>
<FileType>NDCAPXMLI</FileType>
<Content>PERvY3VtZW50IHhtbG5zPSJ1cm46aXNvOnNO0ZDppc286MjAWMjI16dGVjaDp4c2Q6cGFpbidAwMDEUMDAXLjAzIiB4b
Wxuczp4c2k9ImhOdHAGLY93d3cudzMub3JnLzIwMDEVWE1IMU2NoZW1hLWIuc3RhbmNI1j4NCgk8Q3N0ObXJDZHRUcmZJIbml0
bj4ANCgkJPEdycEhkcj4NCgkJCTxNc2dJZD5XVFNTLUNBLVYNGVC10TO5PLURPTUUtNTgONjU8L01zZ0IkPgOKCQKIPENYZU
ROVGO0+MjAyMiOwNiOXNVQxMzowNjoyMjwvQ3JIRHRUbT4ANCgkJCTXOYkImVHhzPJEBL05iT2ZUeHM+DQoJCQk8SW5pdGd
QdHk+DQoJCQkJIPEIKPgOKCQKICQK8T3InSWQ+DQ0oJCQkICQKk8T3R0cCj4NCgkICQkIJCQK8SWQ+NzEOMTYyYNzA3MzwvSWQ
+DQ0oJCQkICQkIPFNjaG1ITm0O+DQoJCQkICQkICTXDZD5DVVNUPCIDZDANCgKICQKICQKBL1NjaG1ITmO+DQoJCQkICQkKS
L090aHI+DQoJCQKICTwvT3InSWQ+DQoJCQkIPCIIZDANCgkIJCTWvSW5pdGdQdHk+DQoJCTwVR3IWSGRYPgOKCQk8UG10
SW5mPgOKCQKJIPFBtdEIuZKIkPIdUU1MtQOEtUOZULUSPTKStREINRS010DQ2NTwvUG10SW5mSWQ+DQoJCQk8UG10TXRkK
PIRSRjwvUG10TXRKPgOKCQkJIPFIICWRFeGNObKROPjlwMjItMDYtMTU8L1JIcWRFeGNObkROPgOKCQKJIPERidHI+DQoJCQkJ
PE5tPIdUU1IMgQIY8L05tPgOKCQKICTXQC3RsQWRYPgOKCQkICQk8Q3RyeT50TzwvQ3RyeTANCgkICQK8L1BzdGXBZHI+
+DQ0oJPCIDc3RtckNkdFRyZkluaXRuPgOKPC9Eb2N1bWVudD4NCg==</Content>
<Signature xmins="http://www.w3.0rg/2000/09/xmldsig#">
<SignedIinfo>
<CanonicalizationMethod Algorithm="http://www.w3.0rg/TR/2001/REC-xml-c14n-20010315"/>
<SignatureMethod Algorithm="http://www.w3.0rg/2001/04/xmldsig-more#rsa-sha256"/>
<Reference URI="">
<Transforms>
<Transform Algorithm="http://www.w3.0rg/2000/09/xmldsig#enveloped-
signature"/>
</Transforms>
<DigestMethod Algorithm="http://www.w3.0rg/2001/04/xmlenc#sha256"/>
<DigestValue>ykr+mdCMpTTThts4BzAXypuygDgqwxK8J4VZpt55f4R0=</DigestValue>
</Reference>
</Signedinfo>
<SignatureValue>
XCO1oTKTmopZfzjxbOBFzuUE2K35+Z/8dQw1707HA9utc2wUpve2SKAKSgiR4jC7
C+oJacqgxJhHWZOxiBVOgjcaWSAMBRAeDND1imylH97QoTh6DHnsmNxZnpiyeMsR
SRbN8JLKkISWOZ/bDOLM8YfDtY Utspz3KJIsXvOIMIFKIA=
</SignatureValue>
<KeylInfo>
<X509Data>
<X509IssuerSerial>
<X509IssuerName>2.5.4.5=#130B3531363430362D30313230, CN=Nordea
Corporate CA 01, O=Nordea Bank AB (publ), C=SE</X509IssuerName>
<X509SerialNumber>80449</X509SerialNumber>
</X509IssuerSerial>
<X509Certificate>
MIIC8TCCAdmgAWIBAgIDATpBMAOGCS(GSIb3DQEBCWUAMGQxXCzAIBgNVBAY TAINF
MR4WHAY DVQQKEXxVOb3JkZWEgQmFuayBBQiAocHVibCkxHzAdBgNVBAMTFK5vemRI
NdbHaK9A9X545N4x+RRt6jwKQ8iM4me6IHfGDEZG7cthuVZCykr6iMJIfLTL1h2QU
LSZP7jv3j/cVWTCIlw61tdcOXKfa3+F+DE7legXR6kiCh0fOImHR0oBez900FIJVWcl
yvfllLdtebDSZBaRwt61b18VLCj6wBrURr6gYH02xvupt30OM7sjgERcVzzEhlycbu

Open
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3nu7AGgU34/yZ66R5igOy4TNDfoX8/6 KrMilUmH/IQgQI2WiHZsafRHcsa/0/5w+
hTT95z3tHhKM9NbZdZq20wvGdbo6z8EY kJtOtwx91KaQwqi3Wg==</X509Certificate>
</X509Data>
</KeyInfo>
</Signature>
</ApplicationRequest>

Examples of Secure Envelope ApplicationResponse with SHA256 algorithm

Part of XML, some parts are scrambled

<?xml version="1.0" encoding="UTF-8"?>

<ApplicationResponse xmlns="http://bxd.fi/xmldata/"">

<Customerld>7777711111</Customerld>

<Timestamp>2022-06-17T08:30:36.000Z</Timestamp>

<ResponseCode>00</ResponseCode>

<ResponseText>OK.</ResponseText>

<ExecutionSerial>1111177777</ExecutionSerial>

<Encrypted>false</Encrypted>

<Compressed>false</Compressed>

<FileDescriptors><FileDescriptor>

<FileReference>NOTPROVIDED</FileReference>

<Targetld>NOTPROVIDED</Targetld>

<ParentFileReference>1111177777</ParentFileReference>

<FileType>NDCAPXMLO</FileType>

<FileTimestamp>2022-06-17T08:30:36.000Z</FileTimestamp>

<Status>DLD</Status>

</FileDescriptor>

</FileDescriptors>

<FileType>NDCAPXMLO</FileType>
<Content>PD94bWwgdmVyc2Ivbj0iMS4wliBIbmNvZGluZz0iVVRGLTQiPz48RG9jdW1IbnQgeG1lsbnM9InVy
bjppc286c3RkOmMIzbzoyMDAYMjp0ZWNoOnhzZDpwYWIuLjAwMidwMDEUMDMIPjxDc3RtcIBtdFNO
¢1JwdD48R3JWSGRYPjxNc2dJZD5YTUwW50TASMjAYMjA2MTexMDMwMzY xNDU8L01zZ0IkPjxDecmVE
dFRtPjIWMjItMDYtMTdUMDg6MzA6MzZaPCI9DcmVEdFRtPjxJbml0Z1B0eT48SWQ+PE9yZ0IkPjxC
SUNPCckJFST50REVBUOVTUzwvQKIDT3JCRUk+PE90aHI+PEIKPjcxNDE2MjcwNzMB8LOIKPjxTY 2ht
bT48T3InbmxOYkImVHhzPJE8SL09yZ25sTmIPZIR4cz48R3JwU3RzPKFDVEMSLOdycFNOcz48L 09y
Z255R3IwSW5mQW5kU3RzPjwvQ3NObXIQbXRTAHNScHQ+PCIEb2N1bWVudD4=</Content>
<ds:Signature xmins:ds="http://www.w3.0rg/2000/09/xmldsig#">

<ds:SignedInfo>

<ds:CanonicalizationMethod Algorithm="http://www.w3.0rg/TR/2001/REC-xml-c14n-
20010315"></ds:CanonicalizationMethod>
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<ds:SignatureMethod Algorithm="http://www.w3.0rg/2001/04/xmldsig-more#rsa-sha256"></ds:SignatureMethod>
<ds:Reference URI="">

<ds:Transforms>

<ds:Transform Algorithm="http://www.w3.0rg/2000/09/xmldsig#enveloped-signature"></ds: Transform>
<ds:Transform Algorithm="http://www.w3.0rg/TR/2001/REC-xml-c14n-20010315"></ds: Transform>
</ds:Transforms>

<ds:DigestMethod Algorithm="http://www.w3.0rg/2001/04/xmlenc#sha256"></ds:DigestMethod>
<ds:DigestValue>nUhjo5MiXXNsTeWPQalloYH7DGs7g=</ds:DigestValue>

</ds:Reference>

</ds:SignedInfo>

<ds:SignatureValue>WO063Rc2MsXurkJ+8/1utoXeLhrX2aalHENZuiJxtypPRgg4GXzal zelvh6keapRnuzz5uy8OINhlexfDLTol
ZwyVDywvTvAmM2KG2kPas9xJA2a7+VCAb7jSEUx4UYeN4GQxxilsBjAyueGKPmMiMwdGOb7nzQ6ijvt62hCdCdIhLAWIGgP
SXgEg21pG3MaxTPwayRVT003Fmxm2Vh/NLILkfjQ5NasX+SinXrzMZnmzzfuJOlA==</ds:SignatureValue>

<ds:KeylInfo>
<ds:X509Data>

<ds:X509Certificate>MIIDrDCCApSgAWIBAGIDATI1tMAOGCSqGSIb3DQEBBQUAMGUXCzAIBgNVBAYTAINFMRgwFg
YDVQQKEWI0b3JkZWEgQmFuayBBYnAxJjAKBgNVBAMTHUSvemRIY SBDb3Jwb3JhdGUgU2VydmVYIENBIDAzZMRQ

WEQYDVQQFEWSIMTYOMTEtMTY4MzAeFwOyMjAOMDUwWNjQzNTVaFwOyNDAOMDUWNjQzNTVaMHAxCzAJBgNVB
AYTAINFMRgwFgYDVQQKDA90b3JkZWEgQmFuayBBYnAxHjAcBgNVBAsSMFUNNIFByb2NIc3MgTWFuYWdlbw\Vud
DENMCUGALIUEAwWwWeQ29ycG9yY XRIIEFjY2VzcyBGaWxIIFRyYW5zZmVyMIIBIJANBgkghkiGOWOBAQEFAAOCAQSA
+lA1Bx8cVuVp7GFlefHqzaG1xUiJ49mEvn9ga6tyY 1oUrTaNh/ukunk9U67DmcPRU/hgGORKTVRF64JXYFOOESHBIY+UEV4

G0gsBQU1ZAfqWHL1ueoAAaK4ll/xI5s5FY IpdUP+6us8HyOQ99X2ypiwlIIMRWFQ7iCDV/+EJV+PuSeiBWAVBtSMYdS
ZBhpHgKPt9+pfcHwIHVHjMY pQp2008vztrAjjkF/tu8gv TwnFmMpxutEP8ch4hKUj3Qpkl0eV44sQeU4Lobn9r2XyCdIRIESe8
O0DKY8tDCYNSGp4PKXEguTVVz/bwNZ+Qq50pXCzQULtI14afdZ6kvk4gE=</ds:X509Certificate>

</ds:X509Data>
</ds:KeyInfo>
</ds:Signature>

</ApplicationResponse>

Examples of SOAP Request with SHA256 algorithm (for Web Services)

Part of XML, some parts are scrambled

<S:Envelope xmins:S="http://schemas.xmlsoap.org/soap/envelope/" xmins:SOAP-
ENV="http://schemas.xmlsoap.org/soap/envelope/">

<SOAP-ENV:Header>

<wsse:Security xmlns:wsse="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-secext-1.0.xsd"
S:mustUnderstand="1">

<wsu:Timestamp xmlIns:wsu="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-wssecurity-utility-1.0.xsd"
wsu:1d="XWSSGID-1641978992783830948719">

<wsu:Created>2022-01-12T09:16:32.733Z</wsu:Created>
<wsu:Expires>2022-01-12T09:21:32.733Z</wsu:Expires>

</wsu:Timestamp>
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<wsse:BinarySecurityToken xmlns:wsu="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-wssecurity-utility-
1.0.xsd" EncodingType="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-soap-message-security-1.0#Base64Binary"
ValueType="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-x509-token-profile-1.0#X509v3" wsu:1d="XWSSGID-
1641978992675-
1475305108">MI1C+zCCAeOgAWIBAgIDASXVMAOGCSqGSIb3aDQEBBQUAMGQxCzAIBgNVBAY TAINFMRAWHAYDV
QQKEXVODb3JkZWEgQmFuayBBQiAocHVibCkxHzAdBgNVBAMTFk5vemRIY SBDb3Jwb3JhdGUgZmlj Y XRIMRMWEQY
DVQQFEw01NzgwODYwMjM4MIGFMAOGCSqGSIb3aDQEBAQUAA4GNADCBIQKBgQCCImzyaVAEr2cTt5gGPxuiMxZ5
JZRIDHUwyUM Iags/JYbKCg/MhumUEDDAKMAQGBigFcEcBAzZATBgNVHSMEDDAKgAhAC3XW288LpzAOBgNVHQS8
BAfSEBAMCBaAwDQYJKoZIhveNAQEFBQADggEBADVuzhr4KIwDXHph5fm5BOqufAIOfnUPSIFY fpDz3gRbyicRcBFj2
hklG+8wMUKITfASheRYL1hydk4EIJ3gaeieD7YN9OXMILy+svh3Y XGWnw9z9msRRyvJdVNLwws2sUgxIve6iPJROqVITS5f
Led9Y Xbfdb/tPE+g10Qw62kXyZkDNoxel8lUuihFLX20H/SPaRRHCAo0otUoNxuzFIUEHI/5zL3FMBWSsxdkfGrgmzF8/C5a31
GXWGgn/JK7KI1BYKx/weVWRuUiOFI5nflJQ=</wsse:BinarySecurity Token>

<ds:Signature xmins:ds="http://www.w3.0rg/2000/09/xmldsig#" 1d="XWSSGID-1641978992673254148581">
<ds:SignedInfo>

<ds:CanonicalizationMethod Algorithm="http://www.w3.0rg/2001/10/xml-exc-c14n#">

<InclusiveNamespaces xmIns="http://www.w3.0rg/2001/10/xml-exc-c14n#" PrefixList="wsse S SOAP-ENV"/>
</ds:CanonicalizationMethod>
<ds:SignatureMethod Algorithm="http://www.w3.0rg/2001/04/xmldsig-more#rsa-sha256"/>
<ds:Reference URI="#XWSSGID-1641978992781-412569123">

<ds:Transforms>

<ds:Transform Algorithm="http://www.w3.0rg/2001/10/xml-exc-c14n#">
<InclusiveNamespaces xmIns="http://www.w3.0rg/2001/10/xml-exc-c14n#" PrefixList="S SOAP-ENV

ns2"/>
</ds:Transform>
</ds:Transforms>
<ds:DigestMethod Algorithm="http://www.w3.0rg/2001/04/xmlenc#sha256"/>
<ds:DigestValue>2hDXWPwOTrMIXCksTkj41SZwrligdY TQbafaUr4=</ds:DigestValue>
</ds:Reference>
<ds:Reference URI="#XWSSGID-1641978992783830948719">
<ds:Transforms>
<ds:Transform Algorithm="http://www.w3.0rg/2001/10/xml-exc-c14n#">
/ <InclusiveNamespaces xmIns="http://www.w3.0rg/2001/10/xml-exc-c14n#" PrefixList="wsu wsse S SOAP-
ENV"/>

</ds:Transform>
</ds:Transforms>
<ds:DigestMethod Algorithm="http://www.w3.0rg/2001/04/xmlenc#sha256"/>
<ds:DigestValue>pqwOmR08W2V5KEgsh3+fFmu94EHukEk=</ds:DigestValue>
</ds:Reference>
</ds:SignedInfo>
<ds:SignatureValue> MrQNHTalxYFm5FukMIrhb+XaOL+xkI615+PsUHju9Nco/Y Q&#13;
SexTD/5LN6q70MdpJ2dhA3xtEtUSLOz4geQ6Gh1Dycl6Wulxce3cNDpGL7gPUhw&#13;
TBBnyl+OhA/ylJeLfmA=</ds:SignatureVValue>
<ds:KeylInfo>
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<wsse:Security TokenReference xmlins:wsu="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-
utility-1.0.xsd" wsu:1d="XWSSGID-1641978992756-860740920">

<wsse:Reference URI="#XWSSGID-1641978992675-1475305108" ValueType="http://docs.oasis-open.org/wss/2004/01/oasis-
200401-wss-x509-token-profile-1.0#X509v3"/>

</wsse:Security TokenReference>
</ds:KeyInfo>
</ds:Signature>
</wsse:Security>
</SOAP-ENV:Header>

<S:Body xmlns:wsu="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-utility-1.0.xsd"
wsu:1d="XWSSGID-1641978992781-412569123">

<ns2:downloadFileListin xmIns="http://model.bxd.fi" xmlIns:ns2="http://bxd.fi/CorporateFileService">
<RequestHeader>
<Senderld>1205585055</Senderld>
<Requestld>1</Requestld>
<Timestamp>2022-01-12T11:13:50.907+02:00</Timestamp>
<Language>FI</Language>
<UserAgent>NEA</UserAgent>
<Receiverld>123</Receiverld>

<ApplicationRequest>PD94bWwgdmVyc2Ivbj0iMS4wliBIbmNvZGluZz0iVVRGLTgiPz48QXBwbGIjY XRpb25SZXF1ZXNOI
HhtbG5zPSJodHRwOIi8vY nhkLmZpL3htbGRhdGEVIj4ANCiAgICA8Q3VzdGZXIIZDAXMTEXMTEXMTwvQ3VzdG9tZXJJZ
DANCIAgICA8Q29tbWFUZD5Eb3dubGOhZEZpbGVMaXNOPC9Db21tYW5kPgOKICAgIDxUaW1llc3Rhb XA+
JZPUEpSMHFWSVQINWZMZWQ5WVhIZiYjMTM7DQpKYi90UEUrZzEwUXc2MmtYeVo5MzROS0xVWHZ4eGdBaWIiw
WXISdOFWTHNsYmewdThQTO0tCeFQ1IMjdmNHRXRHc1cGVpS3A3bHRZRUNMIIMXMzsNCKIY'Y XZjMGtETm94ZUk4bF
V1aWhGTFgyMEgvU1BhUNJIQOFVhb3RVb054dXpGSXVFSGWVNXpMMOZNQIdTc3hka2ZHenFtekY4LOM1Y TMmIzEzOwO0
KMUdYV0dnbidKSzdLSTFCWUt4L3dIVIdSdWKwRkk1bmZJSIE9PCIYNTA5Q2VydGImaWNhdGU+PFgIMDIJc3N1ZXJT
ZXIpYWw+PFgIMDIJc3N1ZXIOYW1IPjluNS40LjU9IZEZMGIZNTMxMzYzZNDMwMzYyZDMwMzEzMjMwLENOPU5vc
mRIYSBDb3Jwb3JhdGUgQOEgMDESTz10b3JkZWEgQmFuayBBQiAocHVibCksQz1TRTwvWDUwOUIzc3VIckShbWU+PF
g1MDITZXIpYWxOdW1iZXI+NzY40DU8L1g1IMDITZXJIpYWxOdW1iZXI+PC9YNTA5SXNzdWVyU2VyaWFsPjwvWDU
WOURhdIGE+PCILZXIJbmZvPjwvU2InbmFOdXJIPjwvQXBwbGIjY XRpb25SZXF1ZXNOPg==</ApplicationRequest>

</ns2:downloadFileListin>
</S:Body>

</S:Envelope>

Examples of SOAP Response with SHA256 algorithm (for Web Services)

Part of XML, some parts are scrambled

<soapenv:Envelope xmins:SOAP-ENV="http://schemas.xmlsoap.org/soap/envelope/"
xmins:cor="http://bxd.fi/CorporateFileService" xmIns:mod="http://model.bxd.fi"
xmins:soapenv="http://schemas.xmlsoap.org/soap/envelope/">

<soapenv:Header>

<wsse:Security xmlns:wsse="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-secext-1.0.xsd"
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<wsu: Timestamp xmlIns:wsu="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-wssecurity-utility-1.0.xsd"
wsu:ld="Timestamp-a0f4d549-cca6-4alc-bbf9-1672976fda29">

<wsu:Created>2022-01-03T10:18:19Z</wsu:Created>
<wsu:Expires>2022-01-03T10:23:19Z</wsu:Expires>
</wsu:Timestamp>

<wsse:BinarySecurityToken xmlns:wsu="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-wssecurity-utility-
1.0.xsd" EncodingType="http://docs.0asis-open.org/wss/2004/01/0asis-200401-wss-soap-message-security-1.0#Base64Binary"
ValueType="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-x509-token-profile-1.0#X509v3"
wsu:ld="Security Token-7c9e3edc-6cad-41c1-8585-
1672976fbafd">MII1DizCCAnOgAwWIBAgIDASP+MAO0GCSqGSIb3DQEBCWUAMGsxCzAIBgNVBAY TAINFMR4WHAYDV
QQKExVOb3JkZWEgQmFuayBBQiAocHVibCkxJJAKBgNVBAMTHUSvemRIY SBDb3Jwb3JhdGUgU2VydmVyIENBIDAX
MR1IMTYOMDYtMDEyMDAeFw0yMDEYyMExMjMxMDVaFw0yMjExMjcxMjMzNTBaMG4xCzAIBgNVBAYTAINFMRg
wFgYDVQQKDA90h3JkZWEgQmFuayBBYnAxGzAZBgNVBAsSMEKNvcnBvemFO0ZSBDaGFubmVsczEoOMCYGALUEAw
wfRmlsZSBUcmFuc2ZIciBXZWIgU2VydmljZXMgVGVzdDCCASIwDQYJKoZIhveNAQEBBQADggEPADCCAQoCggEBA
+vJCUTECAWEAAaM1IMDMwCQYDVROTBAIWADARBgNVHQ4ECgQIQrtcU9YXxVbUwEwWYDVROjBAwwCoAIRMeT2dl
7VSEwDQYJKoZIhveNAQELBQADggEBAKD2tIB86¢/ImtXkAqiAzZMipRVSN1/ZZkOtmBuf56ziUQQMLORipMjlyP9grDh
JI10qghsL1jo+BSdceW008Uh5bhrNeC6roLnGT8640zj4tS354sgESUUKcUY ZUiw70PGPIgJKIp6KLFTIKNhJOol8ealtbUS5A6c
7TKXgou44SfaN1214m/wBZY 1147PQa8X5B1npHruVbhbhbQccVurnF3qjpLHFKsINBI39tJ4taYwBgRe81pR3S6p2HMIIWFKS
nU3Ef/LleeFsWVCpfR2x0BOBOgFbLOPFjC+FfQVLZ2A414+gjL321mVz7sp4zVZ860KXolrTzexg+E=</wsse:BinarySecurity
Token>

<Signature xmiIns="http://www.w3.0rg/2000/09/xmldsig#">
<Signedinfo>
<CanonicalizationMethod Algorithm="http://www.w3.0rg/2001/10/xml-exc-c14n#"/>
<SignatureMethod Algorithm="http://www.w3.0rg/2001/04/xmldsig-more#rsa-sha256"/>
<Reference URI="#Timestamp-a0f4d549-cca6-4alc-bbf9-1672976fda29">
<Transforms>
<Transform Algorithm="http://www.w3.0rg/2001/10/xml-exc-c14n#"/>
</Transforms>
<DigestMethod Algorithm="http://www.w3.0rg/2001/04/xmlenc#sha256"/>
<DigestValue>U9cNMytdSuDpQ1SUIWU++IOUTWrjfmTELDTcsfkitzU=</DigestValue>
</Reference>
<Reference URI="#Body-e4b05d21-45c7-4dfb-bad8-1672976ff6ca">
<Transforms>
<Transform Algorithm="http://www.w3.0rg/2001/10/xml-exc-c14n#"/>
</Transforms>
<DigestMethod Algorithm="http://www.w3.0rg/2001/04/xmlenc#sha256"/>
<DigestValue>0iF1RYFdgc4rnsmfz00khrFF800Ye7A6Pv2HMBFxs=</DigestValue>
</Reference>
</Signedinfo>

<SignatureValue>pmQ1E5zIpwRB5JLIiUoa7mHyolZuoG505VfddgHmfemBulgqCobeO0saMC4SWZLaShvVF9rlg+i4dmM+t2L0
7X9jhoprpYH103Z0VDQ5DHrnnBINJIXy2X9N3m/q2zUVp2mEKp8VT1pTDbGtfMPqPVz5eq15SPVHsX3wLYpB4Qu+BY(j
H4ZBQ8M6YybF3HObgH80vz8n3tWK53vY600bBu9itFbywvSGL163ZUxH4BtjvOk0SZgB0ObSecudSKLpRxcOY SxTjcZIbno4
bsohwRnaHKZvr4TIhKH1eMQx/TdEprSSrxWdvoUlllwV71LIJ0MOw==</SignatureValue>

<Keylnfo>

<wsse:Security TokenReference xmlns="">
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<wsse:Reference URI="#SecurityToken-7c9e3edc-6cad-41¢c1-8585-1672976fbafd" ValueType="http://docs.0asis-
open.org/wss/2004/01/oasis-200401-wss-x509-token-profile-1.04X509v3"/>

</wsse:Security TokenReference>
</KeyInfo>
</Signature>
</wsse:Security>
</soapenv:Header>

<soapenv:Body xmlIns:wsu="http://docs.oasis-open.org/wss/2004/01/o0asis-200401-wss-wssecurity-utility-1.0.xsd"
wsu:ld="Body-e4b05d21-45c7-4dfb-bad8-1672976ff6ca">

<cor:getUserInfoout>

<mod:ResponseHeader>
<mod:Senderld>1205585055</mod:Senderld>
<mod:Requestld>1</mod:Requestld>
<mod:Timestamp>2022-01-03T11:18:18+01:00</mod:Timestamp>
<mod:ResponseCode>00</mod:ResponseCode>
<mod:ResponseText>OK.</mod:ResponseText>
<mod:Receiverld>123</mod:Receiverld>

</mod:ResponseHeader>

<mod:ApplicationResponse>PGMyYjpBcHBsaWNhdGIvblJIc3BvbnNIIHhtbG5z0mMyYjOiaHROcDovL 2J4ZC5maS94bWxkY
XRhLyI+PGMyYjpDdXNOb21IckIKPJE3NTcIMTkyMTUSL2MyY jpDdXNOb21IckIkPjxiMmI6VGItZXNOYWI1wPjlwMjItMD
EtMDNUMTE6MTg6MTgrMDEEMDASBL2MyY jpUaW1Ic3RhbXA+PGMyYjpSZXNwh25zZUNvZGU+
+PGMyYjpTZXJI2aWNISWRPd25Ick5ShbWU+VEIMSVRBTESgT 1IKPCOjMmI6U2VydmljZUIKT3duZXJOYW1IPjxjMmI6U2
VydmljZUIKVHIWZT5BPC9jMmI6U2VydmljZUIkVHIwWZT48YzJiOINIcnZpY 2VJIZFRIeHQ+RKkwOSAXNTcyIDMwMDAgM
zIANSA2NzwvYzJiOINIcnZpY 2VIZFRIeHQ+PCIMmIBRmMISZVR5cGVTZXJI2aWNIPjwvYzJiOkZpbGVUeXBIU2VydmljZX
M+PC9jMmI6VXNIckZpbGVUeXBIPjxjMmI6VXNIckZpbGVUeXBIPjxjMmI6VGFyZ2V0SWQ+MDAwWMDYwM]JE1Mzwv
Y zJiOIRhecmdIdEIKPjxjMmI6RmIsZVR5cGU+ +PGMYyY jpGaWxIVHIwZVNIcnZpY2U+

+MDAWMDYwMjE1MzwvY zJiOIRhcmdIdEIKPjxjMmI6RmMIsZVR5cGU+VEIUTzwvY zJiOkZpbGVUeXBIPjxjMmI6RmIsZV
R5cGVOYW1IPKFjY291bnQgU3RhdGVtZW501EZIPCIMmMI6RMISZVR5¢cGVOYW1IPjxjMmI6Q291bnRyeT5GSTwvY zJiO
PGMyYjpEaXJlY3Rpb24+RG93bmxvYWQBL2MyYjpEaXJlY3Rpb24+PGMyYjpGaWxIVHIWZVNIcnZpY2VzPjxjMmI6RmI
SZVR5cGVTZXJ2aWNIPjxjMmI6U2VydmljZUIkLz48Y zJiOINIcnZpY2VJIZE93bmVyTmFtZS8+PGMyY|jpTZXJ2aWNISWR
UeXBIPk48L2MyY jpTZXJ2aWNISWRUeXBIPjxjMmI6U2VydmljZUIkVGV4dC8+PCMmI6RMISZVR5cGVTZXJ2aWNIPj
wvYzJiOkZpbGVUeXBIU2VydmljZXM+PC9jMmI6VXNIckZpbGVUeXBIPjwvY zJiOIVzZXJGaWxIVHIWZXM+PFNpZ25hd
HVyZSB4bWxucz0iaHROcDovL3d3dy53My5vemevMjAwMC8wOS94bWxke2lnlyl+Cjx TaWduZWRJIbmZvPgogIDxDYW5v
bmljY WxpemF0aW9uTWV0aG9kIEFsZ29yaXRobTOiaHROcDovL3d3dy53My5vemevVFIVMjAWMSISRUMteG1sLWMXNG
4tMJAWMTAZMTUILz4KICA8U2InbmFOdXJITWV0aGIKIEFsZ29yaXRobT0OiaHROcDovL3d3dy53My5vemevMjAwMS8wN
C94bWxke2InLW1vemUjenNhLXNoY TI1INilvPgogIDxSZWZIcmVuY2UgVVJIPSIiPgogl CAgPFRYYW5zZm9yb XM+
+PFgIMDITZXIpYWxOdW1iZX1+NzQ3NTABL1gIMDITZXIpYWxOdW1iZXI+PCIYNTASSXNzdWVyU2VyaWFsPjwvW
DUwWOURhdIGE+PCILZXIIbmZvPjwvU2InbmFOdXJIPjwvY zJiOkFwcGxpY 2F0aW9uUmVzcG9uc2U+</mod: ApplicationRes
ponse>

</cor:getUserInfoout>
</soapenv:Body>

</soapenv:Envelope>
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Examples of Certificate download ApplicationResponse with SHA256 algorithm

Part of XML, some parts are scrambled

<bxd:CertApplicationResponse xmins:bxd="http://filetransfer.nordea.com/xmldata/">
<bxd:Customerld>123</bxd:Customerld>
<bxd:Timestamp>2022-07-26T09:07:39+02:00</bxd: Timestamp>
<bxd:ResponseCode>00</bxd:ResponseCode>
<bxd:ResponseText>0OK</bxd:ResponseText>

<bxd:Certificates>

<bxd:Certificate>

<bxd:Name/>

<bxd:Certificate>MI1I1DhzCCAm+
IVAfFTnTuojoH5fyMPfVG1w51z6bQd3nH/Dv43cE63XN+PB01Y'YbitumalemlOLtecao TnXOC5IkUvil/BuCOPI5
G2W6QtF+bVT+0OcngW90KXFM8hPRZ3Pv2xmasYWz09G01B19jcOifNWOIdaPHvY XaYnN8fkYh3U958L 2w
248ItUWAEGNFJ5RLIFVIDDT4q6p7RsWKhj/P3sChsr7K2KLkgmw9+cktwC2cx/JhOIm5Cxa8cnHuKfeVAgMBA
AGjWjBYMAKGA1IUJdEWQCMAAWEQYDVROOBAOECEKxXiik2O6AGMBMGA1UdIAQMMAoWCAY GKoVw
RWEDMBMGALUdIWQMMAQACEhef7PQ7k5gMA4GA1UdDWEB/WQEAwIFoDANBgkghkiGOWOBAQUFAA
OCAQEAbphK4XcwvUplchs1wRUdEI08sQF4EXagoS604HJzwigXHJIWegu8LuyboijM5TqBa3vG5DIN6bgDZPg
cCTsuM4EZb9rhcsskjNrzZRAOHbGg1RL1DRLBfAILNudO2GDgXVT3V0G1sc3QeWVa09zrDfIEnJeb4opju6LIG
BjSfe5+Q6dWAQMOIDX73PepYoClVdku8YMoDSYQAYtSSpVif+WNfpEejmigsExoMxJLFDQy28EmvqVlaKw
wVXsutP/rAOcR4PHUj6¢0TjasuM1EzuwjdtLE+Qm700fMIK19zEt80msJuP9PtpPhVgfcRCW86jhqYEazhY1pRIB
fdACgQ==</bxd:Certificate>

<bxd:CertificateFormat>X509v3</bxd:CertificateFormat>

</bxd:Certificate>

</bxd:Certificates>

<Signature xmlIns="http://www.w3.0rg/2000/09/xmldsig#">

<SignedInfo>

<CanonicalizationMethod Algorithm="http://www.w3.0rg/TR/2001/REC-xml-c14n-20010315"/>
<SignatureMethod Algorithm="http://www.w3.0rg/2001/04/xmldsig-more#rsa-sha256"/>
<Reference URI="">

<Transforms>

<Transform Algorithm="http://www.w3.0rg/2000/09/xmldsig#enveloped-signature"/>
<Transform Algorithm="http://www.w3.0rg/TR/2001/REC-xml-c14n-20010315"/>
</Transforms>

<DigestMethod Algorithm="http://www.w3.0rg/2001/04/xmlenc#sha256"/>
<DigestValue>YVZZReQcxerescx322QDY80vaCn8VM=</DigestValue>
</Reference>

</SignedInfo>
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<SignatureValue>orlwOFOtBCY 3iakHpyZ7+2KZ0Uw9Gx1vgOF5M2nzuebJpvMO+4Y QfFMPV5G+jCz9iG87M+5n
yJHt4jhoPE/WRKL1mgZLd8mFQmPaHMISS5WTv/ ==</SignatureValue>

<KeyInfo>
<X509Data>

<X509Certificate>MI1DqjCCApKgAwWIBAgIDAS/ +kg7x+iVaRgjQ1rGSlgx6/zklacH/TQH+
+HnJwn2L+/ksgLg3RLgeYvxcErP8BIMIjae/UvVHBGQJs19jgcrRuY BohytsjvVN4vS2300wCdMBKfDmMQ74h8rv
De6YcnHUNtH8HY ATxkC4MpVRxQArM4z30e0qV7tFh5rizle+HI T6UTOt2vimJ+HQ3R+ve322zd2yksliroN7sxK3
QOVbM3pqUIMIGIjR5nMQaFJasZJotvGrN9rdmh</X509Certificate>

<X509IssuerSerial>

<X5091ssuerName>serialNumber=516411-1683, CN=Nordea Corporate Server CA 03, O=Nordea Bank Abp,
C=SE</X509IssuerName>

<X509SerialNumber>77769</X509SerialNumber>
</X509IssuerSerial>

</X509Data>

</KeyInfo>

</Signature>

</bxd:CertApplicationResponse>

Examples of Certificate download SOAP Response with SHA256 algorithm

Part of XML, some parts are scrambled

<soapenv:Envelope xmlIns:SOAP-ENV="http://schemas.xmlsoap.org/soap/envelope/"
xmins:cer="http://bxd.fi/CertificateService" xmlIns:mod="http://model.bxd.fi"
xmlns:soapenv="http://schemas.xmlsoap.org/soap/envelope/"'>

<soapenv:Header>

<wsse:Security xmlns:wsse="http://docs.0asis-open.org/wss/2004/01/0asis-200401-wss-wssecurity-secext-1.0.xsd"
soapenv:mustUnderstand="1">

<wsu: Timestamp xmlins:wsu="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-utility-1.0.xsd"
wsu:ld="Timestamp-adacf386-21bc-4de3-ae87-0d61fa04576f">

<wsu:Created>2022-07-26T07:07:39Z</wsu:Created>
<wsu:Expires>2022-07-26T07:12:39Z</wsu:Expires>
</wsu:Timestamp>

<wsse:BinarySecurity Token xmins:wsu="http://docs.oasis-open.org/wss/2004/01/o0asis-200401-wss-wssecurity-
utility-1.0.xsd" EncodingType="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-soap-message-security-
1.0#Base64Binary"” ValueType="http://docs.oasis-open.org/wss/2004/01/o0asis-200401-wss-x509-token-profile-
1.0#X509v3" wsu:ld="Security Token-eda9b57c-ef09-4ec9-978f-0d61fa046871">MIIDgjCCApKgAwWIBAgIDAS/
+00eswDgYDVROPAQH/BAQDAgWgMAOGCSqGSIb3ADQEBBQUAA4IBAQBFqzjSxuW1S8yB27HQ//9eOca
WGtsp/5Ev388mpm9dKbcE+qFf45r9C/ XUTudI3KTsQd+PeUwUY LxXDjnkSiO8ppnurfcM80XhZoE6SCVGSEIK
5aDt9A9Zt28a5+L BvcJaA+HnIwn2L +/ksgLg3RLgeY vxcErP8BIMIjae/UvVHBGQJs19jgcrRuY BohytsjvVN4vS?2
300wCdMBKfDmMQ74h8rvDe6YcnHUNtH8HY ATxkC4MpVRxQArM4z30e0qV7tFh5rizle+IT6UTOR2vimJ+HQ3
R+ve322zd2ykslroN7sxK3Q0VbM3pgqUIMIiGIjR5nMQaFJasZJotvGrN9rdmh</wsse:BinarySecurity Token>

<Signature xmIns="http://www.w3.0rg/2000/09/xmldsig#">
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<SignedInfo>

<CanonicalizationMethod Algorithm="http://www.w3.0rg/2001/10/xml-exc-c14n#"/>
<SignatureMethod Algorithm="http://www.w3.0rg/2001/04/xmldsig-more#rsa-sha256"/>
<Reference URI="#Timestamp-adacf386-21bc-4de3-ae87-0d61fa04576f">
<Transforms>

<Transform Algorithm="http://www.w3.0rg/2001/10/xml-exc-c14n#"/>
</Transforms>

<DigestMethod Algorithm="http://www.w3.0rg/2001/04/xmlenc#sha256"/>
<DigestValue>YAfrgJN3ujWRERETZ31qT3c546PDg=</DigestValue>
</Reference>

<Reference URI="#Body-a791e2b5-6006-4591-8757-0d61fa048ad6">
<Transforms>

<Transform Algorithm="http://www.w3.0rg/2001/10/xml-exc-c14n#"/>
</Transforms>

<DigestMethod Algorithm="http://www.w3.0rg/2001/04/xmlenc#sha256"/>
<DigestValue>Fiola89pAWEREGXIrxzP6ipLSaMk=</DigestValue>
</Reference>

</Signedinfo>

<SignatureValue>wA6JQzRRTSTWIii3RKoX+XFByO81ejs7gdkNEIxSePDbtykcv1spklADgZkiKPcK4IxyuDIrEjJ
f57kZgR20hXVROKX8wDSIKAmrdnDhu/Ze45fQD6RgceoyQYWJOEISMGTxP4Y qgbulG7phxMRn4jUQ==</Sig
natureValue>

<KeyInfo>
<wsse:SecurityTokenReference xmIns="">

<wsse:Reference URI="#Security Token-eda9b57c-ef09-4ec9-978f-0d61fa046871" ValueType="http://docs.oasis-
open.org/wss/2004/01/oasis-200401-wss-x509-token-profile-1.0#X509v3"/>

</wsse:SecurityTokenReference>
</KeyInfo>

</Signature>

</wsse:Security>
</soapenv:Header>

<soapenv:Body xmlIns:wsu="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-wssecurity-utility-1.0.xsd"
wsu:ld="Body-a791e2b5-6006-4591-8757-0d61fa048ad6">

<cer:getCertificateout>

<cer:ResponseHeader>

<cer:Senderld>123</cer:Senderld>
<cer:Requestld>123</cer:Requestld>
<cer:Timestamp>2022-07-26T09:07:39+02:00</cer: Timestamp>
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<cer:ResponseCode>00</cer:ResponseCode>
<cer:ResponseText>0OK</cer:Response Text>
</cer:ResponseHeader>

<cer:ApplicationResponse>PGJ4ZDpDZXJ0QXBwhGIjY XRpb25SZXNwhb25zZSB4bWxuczpieGQIImhOdHAGLY
9ImaWxIdHIhbnNmZX1ubm9yZGVhLmNvbS94bWxKY XRhLyl1+PGJ4ZDpDdXN0Ob21lcklkPjEyMzwvYnhkOkN1
c3RvbWVYSWQ+PGJ4ZDpUaW1lc3RhbXA+MjAyMiOwNyO0yNIQwOTowNzozOSswMjowMDwvY nhkOIRpbW
VzdGFtcD48YnhkONlIc3BvbnNIQ29kZT4wMDwvY nhkONIc3BvbnNIQ29kZT48YnhkOlJlc3BvbnNIVGV4dD5P
SzwvYnhkONIc3BvbnNIVGV4dD48YnhkOkNIcnRpZmljY XRIcz48YnhkOkNIcnRpZmljY XRIPjxieGQ6 TmFtZS8
+PGJ4ZDpDZXJ0aWZpY2F0ZT5NSUIEaHpDQOFtK2dBd0OICQWdJIQ1VUC3dEUVIKS29aSWh2Y05BUUVGQIF
Bd2FURUXNQWtHQTFVRUJoTUNVMFV4SGpBYO0InTIZCQWIURIU1dmNtUmMmxZUO0JDWVclcklIFRKNJQ2h3
ZNzc2tqTnJ6UKFPSGJIHZzFSTDFEUKXCZKFSMU51ZE8YyRORNWFZUM1YWRzFzYzNRZVdAWY TA5enJEZKIFD
kplYjRvcGpINkw5R01tQUIqU2ZINStRNMRXQVFNMGXEWDczUGVWWW9IDbFZka3U4WU1vRFNZUUFZd
FNTCFZpZitXTmZwRWVgbWIxc0V4b014SkxGRFF5MjhFbXZxVkIhS3d3VIhzd XRQL3IBT2NSNFBIVWo2Yz
BUamFzdUOxRXpld2pkdExFK1FtN28wZk1JSzE5ekVOODBtcOplUDIQAHBQaFZnZmNSQlc4NmpocVIFY Xpo
WTFwUmMxCZmRBQ2dRPT08L2J4ZDpDZXJ0aWZpY2F0ZT48YnhkOkNIcnRpZmljY XRIRm9ybWFOPIg1MDI2
MzwvYnhkOKkNIcnRpZmljY XRIRmM9ybWFOPjwvYnhkOkNIcnRpZmljY XRIPjwvYnhkOkNIcnRpZmljY XRIcz48
U2InbmF0dXJIIHhtbG5zPSJodHRwOIi8vd3d3LnczLm9yZy8yMDAwL zA5L3htbGRzaWcjlj4AKPFNpZ251ZEluZm
8+CiAgPENhbm9uaWNhbGI6Y XRpb25NZXR0ob2QgQWxnb3JpdGhtPSJodHRwOI8vd3d3LnczLm9yZy9UUi8y
MDAXL1JFQy14bWwtYzEObiOyMDAXMDMXNSIvPgogIDxTaWduY XR1cmVNZXRob2QgQWxnb3JpdGhtPSJo
dHRwOi8vd3d3LnczLm9yZy8yMDAwWL zA5L 3htbGRzaWcjcnNhLXNoY TEiLz4KICABUMVYmMZXJIbmNIIFVSS
TOilj4KICAgIDxUcmFuc2Zvem1zPgogl CAgICA8VHIhbnNmMb3JtIEFsZ29yaXRobT0iaHROcDovL 3d3dy53My5v
cmevMjAWMC8wOS94bWxke2In2VudmVsh3BIZC1zaWduY XR1cmUiLz4KICAgICAgPFRYYW5zZm9yhSBBb
Gdveml0aG09ImhOdHAG6LY93d3cudzMub3JnL1RSLzIWMDEVUKVYDLXhthC1jMTRULTIWMDEWMZzE11i8+CiA
gICABL1RyYW5zZm9ybXM+CiAgICABRGINZXNOTWV0aG9kIEFsZ29yaXRobT0iaHROcDovL3d3dy53My5ve
mcvMjAWMC8wOS94bWxke2InI3NoY TEiLz4KICAQIDXEaWdIcARWYWx1ZT5ZVIpaUmVRY 3g2eFU3ZzIRR
FkdMHZhQ244VK09PCIEaWdICARWYWx1ZT4KICABLLIZmVyYZW5jZT4AKPCITaWduZWRJIbmZvPgoglCAg
PFNpZ25hdHVyYZVZhbHVIPM9ySXcwRk90QkNZM2IhaOhweVo3KzJLWjBVdzIHeDF2ZzBGNUOybnplZWJKc
HZNMCsOWVFmMTVBWNUcrakN6OWIHODdANKzVueUpldDRgaG9QRS93UktMMW1nWkxkOG1GUW1QYUh
NbFNTNVdUdi9JSWiteFNkb3FUaWxGblUIWHYydDhTREX60ODNONMVOVEISGY 3F3NzZrM1ItNEY 1WC90c
WdtTmpSSSIXYmZ4Vk1EaDIIZnVnQWI4WFBFMmMVRDVJT3VVNIBPAKNjZjdDKINnYUNZdXFDdWkzW
XVoUzhkNDBzRkFUT0g2NnB0aUh2Y2YveXpGblIQWitkKO9uclRFTVBNnUzJtL2VYyY mxMN2dvenFsNU1IMWn
hFM01UZjhaOFVIMXZMY WtqZHpoaHZ5eTFscUIjVIAOallzVGpFROIUaDNTRTQ2cEpUOXpDcUZBUVVDa
U03T285UT0O9PCITaWduY XR1ecmVWYWx1ZT48S2V5SW5mbz48WDUwOURhAGE+PFg1MDIDZXJ0aWZpY
2F0ZT5NSUIECWpDQOFwS2dBdOICQWAJREFTLOpNQTBHQINXRINJYJNEUUVCQIFVQU1IHVXhDekFKQm
dOVKIBWVRBbLE5SGTVIndOZnWURWUVFLRXc5T21zSmtaVOVnUW1GdWF5QkJIZbkF4SmpBa0JnTIZCQU1U
SFU1dmNtUmxZUOJEYjNKd21zSmhkR1VnVTIWeWRtVnlJRUS5CSURBek1SUXdFZ1IEVIFRRKV3czFNVFkw
TVRF1IFKK1BIVXdVWUx4WERgbmtTaU84cHBudXJImY004MFhoWm9FNINDVkdzRWILNWFEdDIBOVpOM;j
hhNStMQnZjSmFBKOhuSnduMkwrL2tzZ0xnM1IMZ2VZdnhjRXJQOEI5TUIgY WUVVXZWSEJHUUpzMTlgcW
NyUnVZQm9oeXRzanZWTjR2UzIzMDB3Q2RNQktmRG1RNzRoOHJ2RGU2WWNuSFVOdEg4SFIBVHhrQzR
NcFZSeFFBck00ejNvZTBxVjdORmglecml6bGUrbFQ2VVRPADJI2dG1KKOhRM1IrdmUzMjJ6ZDJ5a3Nscm9ON3
N4SzNRMFZITTNwcVUSTWIHbGpSNWSNUWFGSmMFzWkpvdHZHck45cmRtaDwvWDUwOUNIchRpZmljY X
RIPjXYNTA5SXNzdWVyU2VyaWFsPjxYNTASSXNzdWVYyTmFtZT5zZXIpYWxOdW1iZXIONTE2NDEXLTE2
ODMSIENOPUS5vemRIYSBDb3Jwh3JhdGUgU2VydmVyIENBIDAzLCBPPUSvemRIY SBCYWS5rIEFicCwgQz1T
RTwvWDUwOUIzc3VIck5hbWU+PFgLMDITZXIpYWxOdW1iZX1+Nzc3Njk8L1g1IMDITZXJpYWxOdW1iZXI
+PCIYNTASSXNzdWVyU2VyaWFsPjwvWDUwOURhdGE+PCILZXIIbmZvPjwvU2InbmF0dXJIPjwvY nhkOk
NlcnRBcHBsaWNhdGIvblJlc3BvbnNIPg==</cer:ApplicationResponse>

</cer:getCertificateout>
</soapenv:Body>

</soapenv:Envelope>
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