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1 Corporate Access Test Tool

Nordea Corporate Access Test Tool is available here Link

The tool uses the Java Web Start application, so you will need at least version 1.5 of the Java Runtime
module. If you have issues with starting the tool, please go to chapter 5.1.

This User guide may be subject to changes.

2 General overview of the Test Tool services

The Corporate Access Test Tool offers companies to test different messages/scenarios, such as:

» Corporate Access Secure Envelope, incl. Signer Id and with our without Signature

» 15020022 XML pain.001.001.03 Message(s), which will via the interface inform about potential
syntactical as well as business rule errors

» Compliance check information, i.e. 1ISO20022 XML pain.002.001.03, either via the interface or by
downloading the result to your own server/location

» Business content information, i.e. ISO20022 XML pain.002.001.03, with information about business
rule(s) which may be vital to know/correct before entering into procuction with Corporate Access
Payables. This information may viewed via the interface or downloaded as file to your own
server/location.

» Debit advice information, i.e. ISO20022 XML camt.054.001.02 Debit Notification, either via the
interface or by downloading the result to your own server/location

3 User guide for testing 1SO20022 XML messages

The Test Tool enables companies to validate their created pain.001.001.03 message(s) as implemented by
Corporate Access Payables. When starting the Test Tool, the below screen will be displayed.

W Corporate Access Payables Test Tool = || = 3
File Help
Message type: Corporate Access Payables vabdabon -
Message subtype:  PAIN.001.001.03 -
| File: pITEST_03_Vald execution date today DBAN debtor.url Browse... Jl
| vahdate '

Companies can validate their file by drag-and-drop it to the “File:” -field. The Tool will validate the file
immediately, no need to press the “Validate” —button. Other option is to use the “Browse” button and choose
the file from selected server at the companies computer.


https://girolink.plusgirot.se/jnlp/glwsjl33.jnlp
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When selected pain.001.001.03 file added to the Corporate Access Test Tool, companies will receive a
popup, with message “Do you want to save the Compliance and other respective files”

- . ) 2
W Corporate Access Payables Test Tool - 2 s

= E 3 - =
Flde Me

Message type: Corporate Access Payables valdation - '#

E D e R -

top ML Test Tools PROD Testfles Tl Per sepa final. xomi Browse...

'9\ Do you want to save the Compliance and other respective files?

Vakcate J

Ja 1 \

The purpose of this popup question is to enable companies to retrieve 1S020022 XML reply files such as
pain.002.001.03 message(s) and a Camt054d message. When uploading a file you may get one, two or three
reply files depending on the validation of the content of the Pain 001.001.03 file.

“Content business” status report will only apply as a response for Camt055.001.01 cancellation Messages, in
case errors found under Group Header or agreement (Creator) level.

If “Yes” option chosen, “Compliance”, “Pain.002” (content) and Camt054D files will be saved and
companies will be asked for which folder/location at company side the file/message should be stored/saved
at. Companies can save the respective file(s)/messages under the “naming” they prefer. Same will occur if
camt.055.001.01 used, i.e. a prompt will ask companies “Do you want to save the Compliance and other
respective files” and same procedure will apply as for the above response messages created by the tool

Note: The tool will automatically use companies file/message name and add either “ComplianceCheck”,
“PAIN002” or “CAMTO054D”. In case same file/message used by company several times — then the tool will
add an additional sequence number to the file “naming”.

s

File Help

Message type: -_Corpaahe Access Payables validation -

Message subtype: |PAIN.001.001.03 =

File: topiML Test Tools\PROD Testfles\Till Per sepa final. xmi Browse...

|m| Select destination folde

Look in: j_ checkpainD02 v: & erEE

Validate:

=

Recent Items

Desktop

I:
My Documents
A

Computer

| @ oo | [cussvossaopesapyhedpanco

Network Files of type: -

If pain.001.001.03 message accepted at “compliance” check level then tool will create two or three files. The
tool will create one file with accepted “compliance” pain.002.001.03 message and an additional
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pain.002.001.03 message for “content business” validation response, which may in this case consist of both
rejected and accepted transactions. You will, if the "content business" validation is positive also get a
Camt054d file.

==
3@9“; v checkpainO02 + [+ | [ Search o

Organize Include in library - Share with - Mew folder

* Favorites Mame - Date modified Type Size
B Desktop DKINTC DO 16_ComplianceCheck 3/8/2016 1:37 PM XML Docurment 2 KB
[l8 Downloads DKINTC DO 16_Pain002 3/8/2016 1:37 PM XML Document 2 KB

“El Recent Places

If option “No” used — then all validations and results will be present via the interface, incl. compliance and
potential content validation errors.

Once the Tool has validated the file/message, a window opens with validated file visible and possible errors
or warnings within it.

Validation result (=8 £
Text | Tree

1 k2?xml version="1.0" encoding="UIF-&" standalone="no"?><Document xmlns="urn:iso:std:iso:20022:tech:xsd:pain.001.001.03" xmlng:3 +

z <CstmrCdeTrilnitny |E|

3 <GrpHdr>

4 <M3gId>M3GID-UAT4447</MagId>

5 <CreDtTm>2016-03-30T16:47:04+02:00</CreDeTm-

3 <NbOLTxs>29</Nb0fTuax

7 <InitgPry>

g <Id>

9 <0rgld>

10 <0thr>

11 <Id»1854323644</Id>

12 <Schmelm> o

1| (1 | +

Summary | Consolel XML errors | Business rule errorsl Compliance Checkl PAIN002|

XML errors Fatal XML errors Business rule errors
1 o o
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The validated file/message can also be viewed in tree format. Choose Tree-tab from the top of the window.

15 05 - e (1 ke e - Seuietiey i L bl D G B B Pl sy Pl 4 e S O (e e vl (Pt e Tl @ e el i s s e TX1 00 30K e KK J0C N,

3.1 Errors

Below there are shown possible different kind of errors; XML errors, the Fatal XML errors and Business
Rule errors. XML errors refer to XML schema, the 1S020222 standard. If the pain.001.001.03 message does
not comply with the ISO XML standard, the schema, then it will be shown as an XML error.

Business rule errors refer to Nordea’s rules for payments. Payment file can be according to XML schema but
still contain business error, for example invalid customer identification. The error messages are displayed
with the 1SO20022 Error Codes, for example DTO1 — Invalid date. Nordea has added additional text in some
cases to be more specific about the nature of the error in question

=
W, Valdation result

Text Tree
<7Eml version="1.0" encodimg="UTF-E" stamdalome="no"7r<Document —mlns="urm:isc:avd:iac:I00il:cech:xsd:pain.00L.000.03" xmlns:: -
¢CatmrCarTrrIniTns E
<GrpSdr
Mg IdxHESGI D-TRAT444 T Maglds
<CrelrTE>2016-03=-30T16:47: 04402 : 004/ CralrTms
CHEDETRS >3 3¢ /HED TRy
<InicgFty>
<Id»
£0egld>
COThE
<Idx>1854323844< Id>

< Echaelims
=

Summary | Consoba | XML irrursl Business rule errors] Compliance {‘hwtl PAINOOZ2

AML errors Fatal XML eTors Busness rule emors
1 o 2]

—— - ——
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3.2 Warnings

In some cases Corporate Access Test Tool will show “Warnings” in the error Tab. These are notifications for
customers to help avoid typical mistakes or un-necessary information for certain payment types. These
“Warnings” may also be a result due to the fact that the Test Tool do not have access to actual production
systems in order to perform correct validations, why they merely reflect issues within the file/message that
potentially could result in rejection if sent in production environment. All “Warnings” are not always to be
considered as errors and file is valid if there is only warning, but no errors.
AieCREDITOR ROCOUNT HAME PS CORE SIT</Hm>
€/ CALERECT Y

<Rmeinty
<latrdsPaymene type 51 Bamkgirs in currency SEE. With an umstrusterd message to beneficilary. Today's dated/Dacrds

/EntIng>
£ TrITRIn >
4/ Pmeings
</CptmrCdtTrE Initns
i/ DeEuBanE>

Summary | XML errars| Business rule énors
[6,13) DTG} - IrvvabdDate - Irvald dabe,
) i i "

3.3 Compliance check (pain.002.001.03)

If file rejected at compliance check level, it will create separate pain.002 which can be saved in specified
location on company side.

e iR  § lﬂ
Heszage type: Corporate Aotess Payabies valdation W Validstion (=
| -

T | Tree|
| lfenml verateaetl ot encsdingeune-tn

Hestage sbtype:  PAINLOOL001.03

| Fle: S Test Took PROD Teatflen Tl Per sepa fra | 2 \documeny sminseturn: isorand:ian: 200225 cechsned: pain, 001.001,00% smlng xate"hroe: //wad, w3, ong/ 2001 0L
) <Crter Tad
abdate
) i gl 000 /Mgl
— & CreltInc20lE=02=28T1T:00: 2 3¢/ Cralnle

HEOTra » 10/ M0 Taa
Cerloumd G0, 00 Corliuxy
<IaizgPrye
e 10ES AGC/HE & I
1 =

.Sunmrp m:mem Business nule s -~

(GrpSradRICTC  Brpitad

CRan>
COd»ThO3¢/ Cd>
<fRany

</ 5caRanindy
£f0rgulGrplnfandsStad

The result will at the same time be shown at the lower part of the tool’s two-folded screen, under a separate
tab (i.e. “Compliance check”). In case of rejection on “compliance” level — then no “content buisenss”
validation will be available.
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3.4 Content business validation (pain.002.001.03)

If the pain.001.001.03 has passed the “compliance” check, companies can use the tab “PAIN002” and receive
the result of the “content business™ validation, either via the screen or as a seprate message/file which can be
stored by the company on their own choice of location.

— 7 ==

™ Validation result b
| Meszage tipe: Corporate Aooess Payabies valdaton Tet 1
. Trea

Hessage subtype: .Pm_l.cﬂm [ .':<b|:cu.n.-u:- xmins="urnsisoiatdiiao: 20022 sechixadipain. 001, 001.01% mmins:xel="hetpt/ www vl arg 2001000 =

cCanmrCatTriInical
| Fic: top'i0L Test Touls FROD Testies TN E <ErpEdzy
4 Mg Td>1 3T/ HagTd>
5 ACraleTen 2 006-03-07T 0440247401 s 00 FCrale T
fababas LRAREL et DY
fInivgiryy
<Id>
wegldr
0they

Vaidate |

|5 ,[E.nmd-l”dLmors Busi mhln‘urs]l:urpiuuth-ck; PAINDD2

<OrgnlPacInthndScas>
<OrqrlPacInfld>12DK3I</ Crgnlfneintid>
<TxinfAnditar
<OrgnlinatsldrBRpooooooDid</Sognlinataldy
SOsgnlEndTeEnd Td># 00000 0DR4a</ DognlEndTeEnd Id»
<TRSTARCCP</ ThSTa> v
</TeInfAndscar
</OrgnlPatinfindStay

Note: The pain.001.001.03 message and the result, i.e. pain.002.001.03 are shown at the same time.

3.5 Debit advice reporting (camt.054.001.02 Debit Notification)

The debit advice reporting offers companies to receive through Corporate Access Test Tool a
camt.054.001.02 message out of the uploaded pain.001.001.03. the camt.054 message can either be viewed
via the Ul — at the same time as the original uploaded pain.001 are shown on the screen. This enables
companies to see where different references, identifications, amounts, etc. are reported back in the debit
advice by Nordea. This message can also, as described above, be downloaded by companies as a separate

file.

Text Tree
Krxal version="1.0% encoding="UTF-2"2><Document xalna="urn:is0:2td:130:20022:0ech: x0d:pain.001.001.03" xnins:xsie"REsp:/ /v, )
<CstmrCacTrfInicay E
<Grphdr>
MQIa>20152206-051428-202¢/ Magld>
<CreDtTa>2016-06-03T09:14332</CreleTo>
<HEOLTxa>3I</ MO Txe>
<ImicgPry>
<BmbVisma Softwared/Ra>

<ld>
1 <Orgid>
L <othe> <
« m '
}Sﬂmry{(msoh mtmslwmmslmomiﬂmool_ 00f| CAMTO340
<7xm) version=*l. 0" encoding="UTF-8" standalone="no"7> <

<Document xmins=" 130:3%d:i20:20022 cechixadicamt .054.001,02
<BkToCstmrDbcCdtNcforn>
<GrpHdr>
<MsgId>XML950920160606350060707</Magld>
<CreDeTm>2016-06~06T13:55:272</CreDeTr>
<MagRecpe>
<Id>
<0rgid>
<Othr>
<Id>NDEATEST</Id> =
Pretty Printed
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The debit advice reporting will also provide details about currency exchange calculations and how Nordea
will apply its booking procedures for each selected payment. If no specific instructions used for batch
booking in the pain.001 message then Nordea’s standard booking principal will apply, which is:

o Domestic payments = Batch booking will apply, if possible
e International (cross-border, incl. SEPA) payments = Single booking will apply

Note: Nordea will provide details of bookings, related to the up-loaded pain.001 as closely to real production
as possible, however Nordea cannot gurantee that the provided information through Corporate Access Test
Tool will in all cases be exactly as produced as when being sent or processed in reallity. This due to many
different parameters, as set by companies in the uploaded pain.001, such as batch booking request (i.e. “true”
or “false”), different payment type handlings which might deviate from country to country due to local
settlement or clearing procedures. In addition exchange rate calculations involving all different kind of
currencies, charges used by Nordea, etc. etc. will not relect the accurate rates or charges that Nordea may
apply form time to time.

3.6 If Corporate Access Test Tool do not respond correctly

In case Corporate Access Test Tool don’t respond with either “Compliance” check, pain.002
(content) or camt.054 in accordance with this description, then please try to close down the tool
entirely and restart it again. If still not responding as expexted, please contact our support at:

Service Support

Sweden: Telephone (+46) 771 77 6991
Norway: Telephone (+47) 232 06002
Denmark: Telephone (+45) 70 33 65 00
Finland: Telephone (+358) 200 67210

4  Corporate Access Envelope Validation tool

Companies can use Nordea's Content Signature Test Tool for checking the formal and, to some extent,
logical correctness of the structure of the envelope and signature formed by the companies software.

The tool is easy to use, and companies will receive a reply right away. No data on the message is stored in
Nordea's systems. The tool uses the Java Web Start application, so companies will need at least version 1.5
of the Java Runtime module.

Verifications provided for the XML Envelope input file:

»  Schema validation of the XML envelope input file.

« XML digital Signature validation and the Public key presence

*  Validation of Mandatory elements and it’s expected order in Envelope
»  Validation that payload in file content element Base64 encoded

»  Compliance check of SignerID towards Payment file initiating partyID.
»  Show validation text and business rules in summary tabs.

»  Validation of decoding BASEG64 content.

*  Provide the payment file disk (payload).
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Corporate Access File Transfer Envelope Validation Test Tool o |= | =]
File Help

Message type: .Corporahe Access File Transfer Envelope Valdation - ]

Message subtype: .Application Request -

File: Browse...

4.1 Checking the message
Select the Corporate Access Envelope validation in the drop down menu (pre-selected)

Select the XML Envelope test file to be checked from your files with the Browse button (drag & drop also
supported)

You will get the result in a new screen by pressing the Validate button.

The summary will provide the test validation result including the number of error based on processing rules
and business rules errors. The Envelope content will be shown in the screen window.

Only when the Envelope and Signature validation has been successful, the decoded XML payment file will
be stored at your folder.

Go to the upload tool and select “File — Show decoded content” to access the Payment file content.

] Validation result (= @]==]
Text | Tree

1x?xml version="1.0" encoding="UTF-8"2>

2 KDocume "http://www.w3.org/2001/XMLSchema-instance™ xmlns="urn:iso:std:iso:20022:tech:xsd:pain.001.001.03" xs3i he L ion="urn:iso:std:is0:20022:tech:xsd:pain.001.001

3 <CstmrCdtTrfInitn> A

4 <GrpHdr> F

5 <Magld></Magld>

5 <CreDCTm>2014-10-23T10:48: 47+01:00</CreltIn>

7 <NbOfTxs>1</NbOfTxs>

8 <InitgPry>

9 <Id>

10 <0rgIld>

1 <othe>

1z <Id>57280860238</Id>

13 <SchmeNm>

14 <Cd»CUST</Cd>

15 </S5chmeNm>

16 </othz>

17 </Orgld>

18 </Id>

19 </InitgPry>

20 </GrpHdr>

a2l <PmtInf>

22 <PmtInfId>EMIINEID-FAINZLL0-1</FucInld>

23 <PmtMtd>TRE</ PmtMed>

24 <PmtTpInfs

25 <InstrPrey>NORMC/INSTrRrey>

26 <SvecLvl> B

D

« m

Summary | XML errors| Business rule errors

[7,7] Please provide the dedaration of element ‘ApplicationRequest . Expected dedaration <Appi ="http://bxd. fifxmidata/™>
[2,7] Error Code - 12 : Name - Schema validation faled. : Remarks - XML envelope is not valid.

Link to the Envelope test tool
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5 Corporate Access Test Tool technical help
If the tool fails to start, please follow the instructions below.

Steps to enable the Test tool:

1. Go to Control Panel and open Java, go to Security sheet.

Windows - Control Panel - Java—>Security

General I Java | Security | Advancedl

Enable Java content in the browser

Security Level
wery High

I——» High {minimum recommended)

Medium
Java applications identified by a certificate from a trusted authority will be allowed to run.

Exception Site List
Applications launched from the sites listed below will be allowed to run after the appropriate security

prompts.

http:/fds -

Feofsceme
https:/fism.root4.nety =

[ Restore Security Prompts ] [ Manage Certificates... ]

2. Click “Edit Site List” and then click add. Copy paste the below link in the empty row in the end of
the table.

a. For Corporate Access Test tool https://girolink.plusgirot.se/jnlp/glwsjl33.jnlp

b. If you are facing trouble with starting the Corporate Access Envelope Validation tool then
copy link https://girolink.plusgirot.se/jnlp/glwsjl43.jnlp



https://girolink.plusgirot.se/jnlp/glwsjl33.jnlp
https://girolink.plusgirot.se/jnlp/glwsjl43.jnlp
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I L = T — e as al
7 ————— ~
| £| Exception Site List 4 @
Applications launched from the sites listed below will be allowed to run after the appropriate security
prompts.
Location
Uk pttp://ds L

ks pttp:/fcsdemo =
https: /fism.root4.net/
Tl HTTP:/jAPCalyplp-a:6081/ | fied)
https: /fism.root4.net/

Ul http:/fdctm1.root4.net: 7002/
Uy bttp:/fdctm2.root4.net: 7003/
Yy http:/fwp.rootd.net: 7001/
™ http:,.",."cc-p-d4-5-c05€01.U.r00t4.net:?‘004,|" =

— bill be allowed to run.

Ukg FILE and HTTP protocols are considered a security risk.
We recommend using HTTPS sites where available.

|
TOET e

https:/jism.root4.net/ 2 Edit Site List...

» Monitor (32-bit) } | http://dsdemo [

3. Click OK and close the Control Panel.
4. Click the link below to start the Test tool

https://qgirolink-n.preprod.test.nordea.com/jnlp/glwsjl33.jnlp

5.1 If Test tool does not start

If there are technical issues with the test tool, deleting Java cache can help.
Steps to delete Java cache:

1. Go to Control Panel and open Java, go to General -sheet.
2. Click Settings
3. Then Delete Files

4. Tick all the boxes and click OK.

General | Java I Security I Advanced

About

View version information about Java Control Panel.

Metwork settings are used when making Internet connections. By default, Java will use the network
settings in your web browser. Only advanced users should modify these settings.

Metwork Settings

[ Metwork Settings... ]

Temporary Internet Files

Files you use in Java applications are stored in a special folder for guick execution later. Only advanced
users should delete files or modify these settings.

[ Settings... ] [ View... ]

Java in the browser is enabled.
See the Security tab

[ O ] [ Cancel ] Apply

5. Click on Delete files



https://girolink-n.preprod.test.nordea.com/jnlp/glwsjl33.jnlp
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Tempaorary Files Settings

Keep temporary files on my computer,

Location
Select the location where temporary files are kept:

;ers\z139429\AppDatalLocalLow\sunJava\Deploymentcache

Disk Space

Select the compression level for JAR. files: iNone

Set the amount of disk space for storing temporary files:

U

32765 MEB

[ Delete Files... ] [ Restore Defaults l

[ o

l[ Cancel l

6. Tick all boxes and click OK.

Delete Files and Applications

5

J.-’"-.L Delete the following files?

—_

Trace and Log Files
Cached Applications and Applets
Installed Applications and Applets

[ oK ] [ Cancel

Date: 2019-12-06
Page 13 of 13

7. Close all Control panel windows, Corporate Access Test tool should be ready to use now.

8. Link to start the tool.


https://girolink-k.preprod.test.nordea.com/jnlp/glwsjl33.jnlp

