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1. General 

SSH File Transfer Protocol (SFTP) is a network protocol that employs encryption and 

authentication mechanisms in order to provides secure file transfers. 

In support to provide secure services and solutions to our customers, Nordea’s SFTP file transfer 

service complies with up-to-date technical cryptography standard (e.g. algorithms, key lengths and 

other applicable attributes).  

Nordea updates the cryptographic characteristics used in SFTP solution regularly following up 

Nordea cryptography standard. Customer also need to update their SFTP solution accordingly so 

that the connection with Nordea via SFTP would work. 

 

2. SFTP Cryptographic Standard 

SSH protocol version 2 (SSH-2) should be used. 

 SSH Key 

Nordea uses RSA key of 3072 bits starting Oct 2024. Nordea’s SSH key is updated every 2 years. 

Customers should implement 

• RSA key of 2048 bits minimally 

• Or Curve-based ECDSA / EdDS key of 256 bits minimally 

• Or DSA key of 2048 bits minimally 

 Key exchange algorithms (REX) 

When establishing the SSH connection, keys are exchanged in order to create and exchange shared 

session keys for authentication and encryption. 

Allowed algorithms: 

• diffie-hellman-group-exchange-sha256 

• ecdh-sha2-nistp256 

• ecdh-sha2-nistp384 

• ecdh-sha2-nistp521 

• diffie-hellman-group15-sha512 

• diffie-hellman-group16-sha512 

• diffie-hellman-group17-sha512 

• diffie-hellman-group18-sha512 

• rsa2048-sha256 

• curve25519-sha256 

• curve25519-sha256@libssh.org 

Not allowed algorithms: 

• diffie-hellman-group14-sha256 

• diffie-hellman-group14-sha1 

• diffie-hellman-group-exchange-sha1 

• rsa1024-sha1 

 Public Key Algorithms 

This is used when server authenticates to the client during the process carried out as part of 
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Transport Layer Protocol. 

In server authentication process, the key exchange messages contain a digital signature of the server 

in order to prove its authenticity. The client can check the signature with the public key of the server 

and thus determine the authenticity of the server. The algorithms for digital signatures are called 

"Public Key Algorithms", also as Signature Algorithms for Sever Authentication. 

Allowed algorithms: 

• ecdsa-sha2-nistp256 

• ecdsa-sha2-nistp384 

• ecdsa-sha2-nistp521 

• ssh-ed25519 

• ecdsa-sha2-nistp521-cert-v01@openssh.com 

• ecdsa-sha2-nistp384-cert-v01@openssh.com 

• ecdsa-sha2-nistp256-cert-v01@openssh.com 

• rsa-sha2-512 

• rsa-sha2-256 

• x509v3-ecdsa-sha2-nistp512 

• x509v3-ecdsa-sha2-nistp384 

• x509v3-ecdsa-sha2-nistp256 

• ssh-ed25519-cert-v01@openssh.com 

• x509v3-rsa2048-sha256 

 

Not allowed algorithms: 

• ssh-rsa 

• ssh-dss 

• ssh-ed448 

• x509v3-sign-dss 

• x509v3-sign-rsa 

• x509v3-ssh-dss 

• x509v3-ssh-rsa 

• ssh-dss-cert-v01@openssh.com 

• ssh-rsa-cert-v01@openssh.com 

 Encryption algorithms (Ciphers) 

Symmetric encryption are used by SSH in order to encrypt the entire connection. 

Allowed algorithms: 

• aes256-ctr 

• aes192-ctr 

• aes128-ctr 

• aes128-gcm@openssh.com 

• aes256-gcm@openssh.com 

 

Not allowed algorithms 

• 3des-ctr 

• aes256-cbc 

• aes192-cbc 

• aes128-cbc 

• 3des-cbc 
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• blowfish-cbc 

• arcfour256 

• arcfour128 

• arcfour 

• chacha20-poly1305@openssh.com 

 HMAC 

HMAC is used for validating whether the received packets are from the real original sender and the 

data packets are not tampered/corrupted during network transit. 

Allowed: 

• hmac-sha2-512 

• hmac-sha2-256 

 

Not Allowed: 

• hmac-sha1 

• hmac-sha1-96 

• hmac-sha512 

• hmac-sha256 

• hmac-md5 

• hmac-md5-96 

• hmac-sha2-512-etm@openssh.com 

• hmac-sha2-256-etm@openssh.com 

• hmac-sha1-etm@openssh.com 

• hmac-md5-etm@openssh.com 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 


